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Changelog

Hereafter, we list the main modifications made to HQC design. Modifications related to
implementations are provided with the source code (available at https://pqc-hqc.org).

2026,/10,/12

e We have refactored this document to improve its readability, notably by adding de-
tailed figures describing the sampling, encoding and decoding algorithms.

e We have improved our DFR analysis (Section 6.1) providing a more precise evaluation
of the DFR following |11, 35, 2|. We have also updated our parameters increasing
w by 1 for HQC-1, HQC-3 and HQC-5, and w, by 1 for HQC-1 and HQC-5. This
parameter update leverages the new DFR analysis to increase the scheme’s security
and compensates the minor technical cryptanalysis improvements from [14].

e We have updated HQC-PKE and HQC-KEM to use the compressed dkkgm format
dkkem = (seedkem) as the default format for dkkgm. This introduces a performance
overhead in HQC-KEM.Decaps which can be mitigated by caching expanded keys.

e We have updated the irreducible polynomial used to compute arithmetic over Fys to
plr) =2+ 2t + 2% + 2+ 1.

2025/08,/22

e We have refactored this document to improve its readability, notably by adding de-
tailed figures describing HQC-PKE and HQC-KEM and fixing several typographical
errors.

e We have updated the Fujisaki-Okamoto used to construct HQC-KEM from HQC-PKE
by fixing the rejection of the scheme [39], using the salted SFOZ transform instead of
the FO* one [22] and adding (ekkgwm, salt) within K and # derivation.

e We have updated HQC keypair format by adding seedkgm in the decapsulation key
dkkem so that the keypair can be easily checked if it is received from a third party
and removing x from dkkgm as it is not used in HQC-KEM.Decaps. In addition, an
alternative compressed format dkxgm = (seedkgm) has been included.

e We have updated fixed weight vectors sampling in HQC-PKE.Keygen by using a
sampler that outputs uniformly distributed vectors but relies on rejection sampling
(SampleFixedWeightVectg) instead of a sampler that doesn’t rely on rejection sampling
but outputs a slightly biased distribution (SampleFixedWeightVect).


https://pqc-hqc.org

e We have made several minor modifications to align HQC specifications with design
choices made in FIPS-203 such as computing (seedpkg gk, Seedpkg.ek) using SHA3-512
instead of SHAKE256, absorbing all the bytes of ekkgy in the computation of (K, 6)
and reducing the sizes of K and 6 from 40 to 32 bytes.

e Paulo L. Barreto, Santosh Ghosh, Shay Gueron, Tim Giineysu, Rafael Misoczki, Jan
Richter-Brockmann, Nicolas Sendrier, Jean-Pierre Tillich, and Valentin Vasseur have
joined the HQC team.

2024/10/30

e We have modified the order of variable sampling in both key generation and encryp-
tion, as this results in performance gains in hardware implementation as suggested

by [3].

e We have updated the countermeasure against multi-target attacks by including only
the first 32 bytes of the public key instead of the entire public key.

2023,/04,/30

e We have updated the Fujisaki-Okamoto used to construct HQC-KEM from HQC-PKE
by considering the FO* transform with implicit rejection for the scheme.

e We have provided an analysis showing that sampling small weight vectors non-uniformly,
yet close to uniform, has a negligible effect on HQC security following [41].

2022/10/01

e We have updated the computation of the randomness 6 used in HQC-PKE.Encrypt to
include a salt and ekkgy as a countermeasure to multi-ciphertext attacks [37].

e We have updated constant-weight words sampling using the technique from [41] as a
countermeasure to the timing attack from [24].

2020,10,01

e We have removed the HQC variant using the BCH-Repetition decoder as the newly
introduced RMRS decoder is strictly better.

e We have updated the sizes of the decoded messages for the concatenated RMRS code
to the targeted security levels (i.e. 128 and 192 instead of 256) for levels 1 and 3, which
improves the decoding capacity of the RMRS code and improves our parameters.
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e We have improved the theoretical lower bound for the Reed-Muller decoder, which
permits us to lower our theoretical bound for the DFR and improve our parameters.

e Jérome Lacan and Arnaud Dion have joined the HQC team.

2020,/05 /04

e We have provided a more precise analysis of the modelization of the error distribution
which allows to lower the DFR of HQC and decrease the sizes of its public keys.

e We have introduced a new decoding algorithm based on Reed-Muller and Reed-
Solomon codes which permits to decrease the sizes of public keys. A new set of
parameters denoted HQC-RMRS has been provided.

e We have removed parameter sets providing a DFR lower than the security parameter,
thus we now only consider parameters with a DFR corresponding to the security level.

e Jean-Marc Robert and Pascal Véron have joined the HQC team.

2019/04/10

e We have introduced the DQCSD problems with parity as a countermeasure to dis-
tinguishers from parity. In addition, we are using tensor product code of length nins
while working with vectors of size n with n the primitive prime immediately greater
than nins to avoid algebraic attacks. The proof has been updated to take into account
the DQCSD problem with parity along with the ¢ = n — nin/, truncated bits.

e We have removed parameter sets providing a DFR higher than 27128,

e Jurjen Bos has joined the HQC team.
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1 Introduction

HQC is a code-based IND-CCA2 secure Key Exchange Mechanism (KEM) scheme whose
security is based on the Quasi-Cyclic Syndrome Decoding (QCSD) problem. In contrast
with many code-based cryptosystems, the family of codes being used is not required to be
indistinguishable among random codes. HQC is built from an IND-CPA secure Public Key
Encryption (PKE) scheme that was first described in [1]| along with the HHK transform [26].

In order to avoid any ambiguity, the PKE and KEM constructions will be denoted as
HQC-PKE and HQC-KEM respectively.

Organization. We provide the required background in Section 2 and present the specifi-
cations of HQC in Section 3. Parameter sets are given in Section 4 while Sections 5 and 6
provide a performance analysis and a security analysis of the scheme respectively. Finally,
advantages and limitations of HQC are discussed in Section 7.

2 Preliminaries

2.1 Notations

Rings and fields. Let (Z,+, x) denote the ring of integers. Let F, denote the binary
finite field and let Fos = (Fy[X]/(p(X)), ®, ®) denote the field defined using the irreducible
polynomial p(X) = X® 4+ X%+ X3 + X + 1 and let alpha be a primitive element of Fys.
In addition, if y € Fss, we denote by y~! the inverse of y. Let V denote a vector space
of dimension n over F, for some positive n € Z*. Elements of V can be interchangeably
seen as row vectors or polynomials in the ring R = (F5[X]/(X™ — 1), +, ) where it will be
clear from context whether 4+ denotes the addition in Z or R. A prime integer n is said
primitive if the polynomial (X™ — 1)/(X — 1) is irreducible in R. For u,v € V, we define
their product as in R i.e. w = uv € V with:

wy, = Z w;-v; Vk € {0,1,...,n—1}.

i+j = k (mod n)

Given v € F7, let rot(v) denotes the circulant matrix induced by v namely:

Vo Un—-1 ... U1
U1 Vo )

rot(v) = , . | e F5rm
Un—1 Up—2 ... o

One can see that the product of any two elements u,v € R can be expressed as a usual
vector-matrix (or matrix-vector) product using the rot(-) operator as:

u-v=uxrot(v) = (rot(u) x VT)T =vxrot(u)' =v-u.
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Hamming weight. Let w(-) denote the Hamming weight of a vector i.e. by the number of
its non-zero coordinates. For a positive integer w, let R,, := {v € R such that w(v) = w}
denote the set of vectors having Hamming weight w.

Byte representation. Let B denote the set of unsigned 8-bits integers {0,...,255} and
let By denote the byte whose value is equal to zero. Let (€, A, V) denote respectively XOR,
AND and OR operations over bytes and let (<, >>) denote respectively left and right logical
shifts. A byte b is written as bits (b7 . ..by) where by is the least significant bit. A byte array
(al0], ..., a[l — 1]) is little-endian when interpreted as an integer or polynomial coefficient
array where index 0 is the least significant byte.

Element representation. Elements of R are represented as byte arrays. All arrays
have indices that begin at zero. Let v[i] denote the entry at index ¢ in the array v. Let
vk : m| be the sub-array (v[k], v[k+1],...,v[m—1]) of the byte array v. The field element
ST biX? € Fys is represented by the byte b= 37 ;2%

Symbols, parameters and constants. Mathematical symbols used in this document
are summarized in Table 1. Parameters and constants presented in Table 2 are considered
public parameters and are implicitly available to any algorithm presented in this document.

Interpretation of the pseudocode. Algorithms don’t modify their input variables unless
they are also outputs variables. The symbol “<-" is used to assign values to variables and
tuple assignments are assumed to be simultaneous. Array assignment are deep copies and
slice assignment in array copies the source slice before writing the destination. A loop
whose range is not defined has zero iterations.



Symbol

Description

N Set of natural numbers

Z Set of integers

+, — Addition and subtraction in Z whenever operands are integers
X Multiplication in Z

|| Absolute value of = whenever z is an integer

F, Binary field

1% Vector space of size n over F,

Polynomial quotient ring

Addition and subtraction in R whenever operands are polynomials

Multiplication in R

Hamming weight of x

Set of elements of R with Hamming weight equal to w

Fos = F,[X]/(p(X))

Field defined using the irreducible polynomial p(X) where p(X) =
X84+ X4+ X3+ X +1

alpha Primitive element of Fos
&) Addition in Fas
® Multiplication in Fas
2% 7t Exponentiation of x to the power a and inverse of z computed in Fas
B Set of unsigned 8-bits integers {0,...,255}
By Byte whose value is equal to zero
Bitwise XOR operation
Bitwise AND operation
Bitwise OR operation
< Logical left bit shift
> Logical right bit shift
x|y Concatenation of x and y
St f-tuple over the set S
vl MO xt Vector of size ¢ and matrix of size £1 X {q
xi] Entry at index i in the array = and coefficient of X? if x is a polynomial
xli : j] Sub-array (v[i],v[i +1],...,v[j —1])
T <$S Variable z is sampled uniformly at random in S
€ Absence of value or failure

Table 1: Mathematical symbols




Parameter Description Value
n Length of vectors in V
nynk Length of the concatenated code C
k Dimension of the concatenated code C
Table 8
w Hamming weight of = and y
W Hamming weight of r; and ro
We Hamming weight of e
4 Number of truncated bits n—mnin
n Length of the shortened Reed-Solomon (sRS) code
k1 Dimension of the sRS code
Table 6
dy Minimum distance of the sRS code
ty Error correction capacity of the sRS code
alpha Primitive element of Fos 0x03

rs_generator _polynomial

Generator polynomial of the sRS code

Section 3.5.2

/

ng Length of the duplicated Reed-Muller (dRM) code
ng Length of the dRM code in bytes

ko Dimension of the dRM code

do Minimum distance of the dRM code

rm__multiplicity

Multiplicity of the duplicated dRM code

n3 Length of the RM(1,7) code
k3 Dimension of the RM(1,7) code
ds Minimum distance of the RM(1,7) code

Table 7

rm_generator matrix

Generator matrix of the RM(1,7) code

hadamard _stages

Number of stages in the Hadamard transform

hadamard _register _size

Size of the registers in the Hadamard transform

Section 3.5.3

G_domain_separator Domain separator for the hash function G 0x00
H domain_separator Domain separator for the hash function H 0x01
| _domain_separator Domain separator for the hash function | 0x02
J _domain_separator Domain separator for the hash function J 0x03
mask n Mask used in the SampleVect algorithm

= Table 4

rejection threshold n

Rejection threshold used in SampleFixedWeightVectg

Table 2: Parameters and constants




2.2 Coding theory

In the following, we provide basic definitions and properties about coding theory and refer
the reader to [27| for a complete survey.

Definition 2.2.1 (Linear Code). A linear code C of length n and dimension k (denoted
[n, k]) is a subspace of R of dimension k. Elements of C are referred to as codewords.

Definition 2.2.2 (Generator Matrix). Given an [n, k] code C, a matriv G € F5*" is a
generator matrix for C if:

C = {mG, Vm € F}}.

Definition 2.2.3 (Parity-Check Matrix). Given an [n, k] code C, a matrizc H € FY"™*™ js
a parity-check matrix for C if H is a generator matriz of the dual code C*:

C= {V € F such that Hv' = O} or equivalently C*+ = {uH, Yu e Fg_k} )

Definition 2.2.4 (Syndrome). Let H € an_k)m be a parity-check matriz of some [n, k]
code C, and v € F} be a word. The syndrome of v is Hv', and one hasv € C < Hv' = 0.

Definition 2.2.5 (Minimum Distance). Let C be an [n, k] linear code over R and let w be
a norm on R. The minimum distance of C is:

d= min w(u-v).
u,veC,u#v

A code of length n and dimension £ with minimum distance d is capable of decoding

arbitrary patterns of up to A = |%41] errors and is denoted as an [n, k, d] code.

HQC relies on Quasi-Cyclic codes in order to shorten its keys as suggested in [20].

Definition 2.2.6 (Quasi-Cyclic Codes [36]). View a vector ¢ = (cg,...,cs—1) of F5" as s
successive blocks (n-tuples). An [sn,k,d] linear code C is Quasi-Cyclic (QC) of index s if,
for any ¢ = (cg,...,cs_1) € C, the vector obtained after applying a simultaneous circular
shift to every block cq,...,cs_1 1s also a codeword. More formally, by considering each
block c; as a polynomial in R = Fy[X]|/(X™ — 1), the code C is QC of index s if for any
c=(cg,...,cs_1) € C it holds that (X - cq,...,X -cs_1) €C.

Definition 2.2.7 (Systematic Quasi-Cyclic Codes). A systematic Quasi-Cyclic [sn,n| code
of index s and rate 1/s is a quasi-cyclic code with an (s — 1)n X sn parity-check matriz of
the form:

I, 0 --- 0 A
In Al
H= )
0 I, A,
where Ag, ..., As_s are circulant n X n matrices.
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The definition of systematic quasi-cyclic codes of index s can be generalized to all rates ¢/s,
¢=1...s—1, but we shall only use systematic QC-codes of rates 1/2 and 1/3. Hereafter,
referring to a systematic QC-code will imply by default that it is of rate 1/s. Note that
arbitrary (QC-codes are not necessarily equivalent to a systematic QC-code.

2.3 Security assumptions

In this section we describe difficult problems which are relevant for HQC and discuss their
complexity. All problems are variants of the decoding problem, which consists of looking for
the closest codeword to a given vector. When dealing with linear codes, it is readily seen
that the decoding problem stays the same when one is given the syndrome of the received
vector rather than the received vector. We therefore speak of Syndrome Decoding (SD).
Definition 2.3.1 (SD Distribution). Let n, k and w be positive integers. The Syndrome
Decoding Distribution SD(n, k,w) samples H < an_k)xn and x < FY such that w(x) = w,
computes y' = Hx" and outputs (H,y).

Definition 2.3.2 (Computational SD Problem). Let n, k and w be positive integers. Given
(Hy) € an_k)xn x 27 from the SD(n, k,w) distribution, the Syndrome Decoding Problem
SD(n, k,w) asks to find x € F} such that y" = Hx' and w(x) = w.

Definition 2.3.3 (DSD Problem). Let n, k and w be positive integers. Given (H,y) €

Fén_k)xn x F37* the Decisional Syndrome Decoding Problem DSD(n,k,w) asks to decide
with non-negligible advantage whether (H,y) came from the SD(n, k,w) distribution or the

. T —k _
uniform distribution over an o FoF,

For the Hamming distance, the SD problem has been proven NP-complete [8]. This problem
can also be seen as the Learning Parity with Noise (LPN) problem with a fixed number of
samples [4]. The DSD problem has been shown to be polynomially equivalent to its search
version in [4]. As mentioned above, this problem is the problem of decoding random linear
codes from random errors. The random errors are often taken as independent Bernoulli
variables acting independently on vector coordinates, rather than uniformly chosen from
the set of errors of a given weight, but this hardly makes any difference and one model
rather than the other is a question of convenience.

As our cryptosystem use QC-codes, the following definitions describe the DSD problems
in the QC setting. In particular, the case s = 2 corresponds to double circulant codes with
generator matrices of the form (I, A) for A a circulant matrix. Such double circulant codes
have been used for more than 15 years in cryptography [21].

Definition 2.3.4 (s-QCSD Distribution). Let n, s and w be positive integers. The s-
Quasi-Cyclic Syndrome Decoding Distribution s-QCSD(n,w) samples a parity-check matriz
H s FS™" " of a systematic Quasi Cyclic code C of index s and rate 1/s and a vector
X = (Xg,...,Xs 1) <8 F5" such that w(x;) = w Vi € [0,s — 1], computes y' = Hx' and
outputs (H,y).
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Definition 2.3.5 (s-DQCSD Problem). Let n, s and w be positive integers. Given (H,y) €
F =% F5" the Decisional s-Quasi-Cyclic Syndrome Decoding Problem s-DQCSD(n, w)
asks to decide with non-negligible advantage whether (H,y) came from the s-QCSD(n,w)
distribution or the uniform distribution over ngn_")xsn x F5".

It would be somewhat more natural to choose the parity-check matrix H to be made up
of independent uniformly random circulant submatrices, rather than with the special form
required by Definition (2.2.7). We choose this distribution to make the security reduction
that follows less technical. It is readily seen that, for fixed s, when choosing QQC codes with
this more general distribution, one obtains with non-negligible probability, a QC code that
admits a parity-check matrix of the form given in Definition (2.2.7). Therefore, requiring
QC codes to be systematic does not hurt the generality of the decoding problem for QC
codes. A similar remark holds for the slightly special form of weight distribution of the
vector x.

Although there is no general complexity result for QC codes, decoding these codes is con-
sidered hard by the community. There exist general attacks that use the cyclic structure
of the code [40] but these attacks have only a small impact (sublinear in code length) on
the complexity of the problem. The conclusion is that, in practice, the best attacks are the
same as those for non-circulant codes up to a small factor.

In order to avoid trivial distinguishers, an additional condition on the parity of the
syndrome is added to the problem. For b; € {0,1}, we define the finite set F3, = {h €
F% s.t. h(1) = by mod 2} i.e. binary vectors of length n and parity b;. Similarly for matrices,
we define the finite sets:

F%fn _ {H = (I, rot (h)) € Fy*** s.t. h € ]ngl} , and

I, 0 rot(h nx3n n n
F oy = {H = (0 I, rotghg) € F3" " s.t. hy € Fyy, and hy € FQ”’Q} '

This is pure technicality and has almost no effect on the parameters of our proposal as it
results in a security loss of at most 1 bit. Meanwhile, this permits to discard attacks such
as [23, 29, 30]'.

Definition 2.3.6 (2-QCSD-P Distribution). Let n, w, by be positive integers and let
b = w + b X w mod 2. The 2-Quasi-Cyclic Syndrome Decoding with Parity Dis-
tribution 2-QCSD-P(n,w, by, by) samples H € F33*" and x = (x1,X2) < F3" such that
w(x1) = w(x2) = w, compute y' = Hx' and outputs (H,y) € ]F%f” x g,

Definition 2.3.7 (2-DQCSD-P Problem). Let n, w, by be positive integers and let by =
w+ by X w mod 2. Given (H,y) € IF%?” x [y, , the Decisional 2-Quasi-Cyclic Syndrome

!The authors chose to use a parity version of the 2-DQCSD problem rather than a variable weight version
as suggested in [30] for efficiency considerations.
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Decoding with Parity Problem 2-DQCSD-P(n,w, by, bs) asks to decide with non-negligible
advantage whether (H,y) came from the 2-QCSD-P(n,w, by, by) distribution or the uniform
distribution over Fy3>" x Fy, .

In order to thwart structural attacks, one needs to work with a code of primitive prime
length n, so that X™ —1 has only two irreducible factors mod 2. However for the considered
parameters and codes (concatenated Reed-Muller and Reed-Solomon codes), the encoding
of a message m has length n,n}, bits which is obviously not prime. Therefore, we use as
ambient length n which is the first primitive prime greater than nin}, and truncate the
last ¢ = n — nyn}, bits wherever needed. This results in a slightly modified version of the
3-DQCSD problem that we define hereafter.

Definition 2.3.8 (3-QCSD-PT Distribution). Letn, w, by, by, £ be positive integers and let
bs = w+by X w mod 2. The 3-Quasi-Cyclic Syndrome Decoding with Parity and Truncation
Distribution 3-QCSD-PT (n,w, by, by, bs, £) samples H < FS’ZT%Z and x = (X1,X3,X3) <35
F3" such that w(x;) = w(xy) = w(xs) = w, computes y' = Hx' where y = (y1,y2) and
outputs (H, (y1, Truncate(ys, £))) € F33 3" x (Fy,, x Fy=4).

Definition 2.3.9 (3-QCSD-PT Problem). Letn, w, by, by, £ be positive integers and let by =
w+by xw mod 2. Given (H, (y1,y2)) € Fg%f%’; x (F3,, x5, the Decisional 3-Quasi-Cyclic
Syndrome Decoding with Parity and Truncation Problem 3-DQCSD-PT(n,w, by, by, b3, ¢)
asks to decide with non-negligible advantage whether (H, (y1,y2)) came from the 3-QCSD-PT
(n,w, by, be, b3, 0) distribution or the uniform distribution over IF%’ZTZ‘ x (F3,, % Fp=5).

Regarding the security of the 3-DQCSD-PT problem with parity and truncation, whenever
the number of truncated positions is very small compared to the block length n, the impact
on the security is negligible with respect to the 3-DQCSD problem since the best attack is
the ISD attack. Moreover since the truncation breaks the quasi-cyclicity, it also weaknesses
the advantage of quasi-cyclicity for the attacker.

2.4 Security definitions

In this section, we introduce the security definitions that are used for the security analysis
of HQC-PKE and HQC-KEM provided in Section 6.

Definition 2.4.1. Let PKE = (Keygen, Encrypt, Decrypt) be a public-key encryption scheme.
The PKE.IND-CPA game is defined as in Figure 1 and the IND-CPA advantage of an adver-
sary A = (Achoosk, Acuess) against a PKE is defined as:

Adviir PA(A) = |Pr[PKE.IND-CPA(A) = 1] — % .

13



Exp PKE.IND-CPA(A)

1. (ekpke, dkpke) < Keygen()

2. (mg,mi) < AcHoose(ekpkE)

3. b<+s{0,1}

4. 0« B‘Seed‘,CpKE — Encrypt(ekaE, my, 0)

5. b+ Aguess(ekpke, CPKE)
6. return (b=1")

Figure 1: Experiment for the IND-CPA security of a PKE

Definition 2.4.2. Let KEM = (Keygen, Encaps, Decaps) be a key encapsulation mechanism.
The KEM.IND-CCA2 game is defined as in Figure 2 and the IND-CCA2 advantage of an
adversary A = (Achoose, Acuess) against a KEM is defined as:

AdvIND-CCAZ( 4y — |PLIKEM.IND-CCA2(A) = 1] — % ,

Exp KEM.IND-CCA2(.A)

1. (ekkem, dkkem)  Keygen()
2. b<s{0,1}

3. (Ko, ckem) < Encaps(ekkem)
1. K «sBIKl

5. b/ < AGDSEggS(‘)(Kb, CKEM)

6. return (b=1')

Figure 2: Experiment for the IND-CCA2 security of a KEM

14



3 Specifications

3.1 XOF and Hash functions

The extendable-output function XOF is instantiated using SHAKE256. The hash functions
G and | are instantiated using SHA3-512 while the hash functions H and J are instantiated
using SHA3-256. Each hash function uses its own domain separator as described in Table 3.

Function Instantiation

ctx < SHAKE256.Init()
SHAKE256.Absorb(ctx, seed, |seed|)
(ctx, out) < XOF.GetBytes(ctx, out, |out]) SHAKE256.Squeeze(ctx, out, |out|)

ctx <— XOF.Init(seed)

G(str) SHA3-512(str || G_domain_separator)
I(str) SHA3-512(str || | domain_separator)
H(str) SHA3-256(str || H domain_separator)
J(str) SHA3-256(str || J_domain_ separator)

Table 3: Instantiation of XOF and Hash functions

3.2 Auxiliary algorithms

ByteToBit(byte, index)

Input: byte € B, index € [0, 7]
Output: Bit b € {0,1}

1. return b < (byte > index) A 1

Truncate(v, {)

Input: Vector v € BI"/8I
Output: Vector v € B2

1. return v[0: (n —¢)/§]
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3.3 Vector sampling

Sampling random vectors. Random vectors are sampled from F§ and F3 either uni-
formly or using SampleVect. For SampleVect, the random bits are derived from a seed using
XOF.GetBytes and unused bits within the vector representation are set to zero using mask _n
defined in Table 4.

SampleVect(ctx)

Input: XOF context ctx
Output: XOF context ctx, vector v € R

v e gl

2. (ctx,v) + XOF.GetBytes(ctx, v, [n/8])
3. V[size — 1] - v[size — 1] A mask n

4. return v

Sampling random fixed weight vectors. Sampling vectors from F7 of given Hamming
weight is done using the SampleFixedWeightVecty and SampleFixedWeightVect functions.
SampleFixedWeightVecty outputs uniformly distributed fixed weight vectors but relies on
rejection sampling while SampleFixedWeightVect does not rely on rejection sampling but
the distribution of the sampled vectors is slightly biased with respect to the uniform dis-
tribution. However, it is shown in Section 6.2.3 that this bias does not significantly af-
fect the security of the scheme. SampleFixedWeightVectg and SampleFixedWeightVect use
the SampleSupportl and SampleSupport2 algorithms to sample the support of the vector
then transform it into the fixed weight vector using the ComputeVectorFromSupport algo-
rithm. The SampleSupportl uses the rejection threshold n defined in Table 4 while the
SampleSupport2 function follows Algorithm 5 from [41].
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SampleFixedWeightVectg(ctx, w)

Input: XOF context ctx, weight w
Output: XOF context ctx, vector v € R,

1. (ctx,support) < SampleSupportl(ctx, w)
2. v < ComputeVectorFromSupport(support, w)

3. return (ctx,v)

SampleFixedWeightVect(ctx, w)

Input: XOF context ctx, weight w
Output: XOF context ctx, vector v € R,

1. (ctx,support) < SampleSupport2(ctx, w)
2. v < ComputeVectorFromSupport(support, w)

3. return (ctx,v)
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SampleSupportl(ctx, w)

Input: XOF context ctx, weight w
Output: XOF context ctx, support € (B2)%

1. support < (B3)¥
2. candidate + BS’
3. 1+ 0

4. while (i <w) do
> Sample next candidate position
5. (ctx, candidate) <— XOF.GetBytes(ctx, candidate, 3)

> Check if candidate position is valid
6. if (candidate > rejection threshold n) then

7. continue
8. end
9. candidate < candidate mod n

> Check if candidate position is available
10. is_position available =1

11. for (j«<03j<ij;j++) do

12. if (candidate = support[j]) then
13. is_ position _available =0

14. break

15. end

16. end

17. if (is_position available = 1) then
18. support[i| < candidate

19. 1 i+1

20. end

21. end

22. return (ctx,support)
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SampleSupport2(ctx, w)

Input: XOF context ctx, weight w
Output: XOF context ctx, support € (B2)%

1.

2.

10.

11.

12.

13.

14.

support < (B3)~
rnd_bytes + (B3)~

(ctx, rnd_bytes) «+— XOF.GetBytes(ctx, rnd _bytes, 4 x w)
for (i<~ 0;i<w;it++) do
> Compute rnd _bytes[i] mod (n — i) using Lemire sampling

support[i] < i + |rnd_bytes[i] - (n — i)/2%|
end
for (i<+~w—-13;:1>03i——) do

for (j«i+1;j<w;j++) do
if (support[i] = support[j]) then
support[i] < i
end
end
end

return (ctx, support)

ComputeVectorFromSupport(support, w)

Input: support € (B%)¥, an integer w € N*
Output: vector v € BI"/8]

1.

2.

v B

index < 0

for (i< 0;i<w;i++) do
index <+ Lis“ppgrtmj
v(index] < v[index] V (1 < (support[i] mod 8))

end

return v

19




Sampling order in HQC-PKE.Encrypt. During encryption, the randomness values are
sampled in the following sequence: ry, then e, and finally r; which allows some speed-up
for hardware implementations as suggested in [3].

Instance mask n rejection threshold n
HQC-1 Ox1F 16 767 881
HQC-3 0x07 16 742 417
HQC-5 Ox1F 16 772 367

Table 4: Sampling related parameters

3.4 Vector multiplication

Multiplications over Fo[X]/(X™ — 1) are performed without taking account the sparsity the
considered polynomials in order to avoid potential leakage of information. Multiplications
are computed using a combination of Toom-Cook and Karatsuba algorithms.

Toom-Cook multiplication over Fy[X]. One wants to multiply two arbitrary polynomi-
als over Fy[ X] of degree at most N — 1, using the Toom-Cook algorithm. Several approaches
have been extensively detailed in the literature. Let A and B be two binary polynomials of
degree at most N —1. These polynomials are packed into a table of 64 bit words, whose size
is [N/64]. Let t = 3n with n a value ensuring ¢t > [N/64]. Now, A and B are considered
as polynomials of degree at most 64 -t — 1. A and B are split into three parts. One wants
now to evaluate the result C'= A - B with

A= ag + ap - X64n + as - X2‘64n S FQ[X],
B =by+ by - X0 by - X?O" € Fy[X],

(of maximum degree 64t — 1, and a;, b; of maximum degree 64n — 1) and,

C = ¢ + e - X64n + o - X2~64n + s - X3~64n + Cq - X4-64n c FQ[X]

of maximum degree 6 - 64n — 2.

The “word-aligned” version evaluates the polynomial for the values 0, 1, x = X%, x4+1 =
X" + 1, oo, w being the word size, typically 64 in modern processors. Furthermore, on
Intel processors, one can set w = 256 to take advantage of the vectorized instruction set
AVX-AVX2 at the cost of a slight size reduction. After the evaluation phase, one performs
an interpolation to get the result coefficients.

20



For the evaluation phase, one has:

C(O) = ao-bo

C(l) = (CLO + a1+ a2) . (bo + by +b2)

C(X) = (ap+ai-z+ag-2%) - (bg+by-x+by-2?)

C(X+1) = (ap+ar-(z+1)+ag-(@2+1))-(bo+b1-(x+1)+by- (22 +1))
C(o0) = az-bo

The implementation of this phase is straightforward, providing that the multiplications
a; - b; is either another Toom-Cook or Karatsuba multiplication. One may notice that the
multiplications by x or z? are virtually free word shifts.

Finally, the interpolation phase gives :

Q

co = C(0)
ca = (@+r+1)/(2*+12)-C0)+C(1)+Cx)/x+Cx+1)/(x+1) + (2> + z) - C(c0)

2 = O(/(a?+2)+ Ozt 1) + Cla+ e + (2 +2+1)-Ooo
c3 = gEO)g(az +2)+C1)/ (22 +2)+C(x) /(22 +2) + C(x+1)/(2? + 2)
Cq4 = 0]

Karatsuba algorithm. Let A and B be two binary polynomials of degree at most N — 1.
These polynomials are packed into a table of 64 bit words, whose size is [N/64]. Let
t = 2" with r the minimum value ensuring ¢ > [N/64]|. Now, A and B are considered
as polynomials of degree at most 64 -t — 1. The corresponding multiplication algorithm is
described in Karatsuba. In this algorithm, the polynomials A and B are split into two parts,
however, variants with other splits can be extrapolated. In particular, we used a 3-part split
(3-Karatsuba) as the Toom-Cook elementary multiplication for HQC-1 and HQC-3, and a
5-part split (5-Karatsuba) as the Toom-Cook elementary multiplication for HQC-5. The
multiplication line 2 (denoted Mult64) can be performed using a single processor instruction
(pclmul for carry-less multiplier).

Application to HQC multiplications. The HQC parameters lead to the construction
of the multiplications over F5[X| depicted in Table 5.
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Karatsuba(A, B, t)

Input: A and B on t = 2" computer words.
Output: R = A x B.

1. ift=1
2. return Mult64(A, B)
3. else
> Split in two halves of word size /2
4. A= Ay + 2%4/24,
5. B = By+12%/2B;

> Recursive multiplication
6. Ry + Karatsuba(Ag, By, t/2)
7. Ry <+ Karatsuba(A1, B1,t/2)
8. Ry + Karatsuba(Ag + A1, By + Bi,t/2)

> Reconstruction
9. R+« Ro+ (Ro+ Ry + Ry)X®%/2 4 R X64

10. return R

11. endif

Instance HQC-1 HQC-3 HQC-5

n 17 669 35 851 D7 637
Main multiplication Toom3-Karatsuba3 | Toom3-Karatsuba3 | Toom-Cook3
Size (bits) 18 048 36 480 59 904
Elementary multiplication 3-Karatsuba 3-Karatsuba 5-Karatsuba
Size (bits) 6144 12 288 20 480

Table 5: Implementation of HQC multiplications over Fo[X]
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3.5 Concatenated Reed-Muller and Reed-Solomon codes

HQC uses concatenated codes instantiated using Reed-Solomon and Reed-Muller codes [5].

3.5.1 Concatenated codes

Definition 3.5.1 (Concatenated codes). A concatenated code consists of an external code
[n1, ki, dy] over F, and an internal code [nh, ko, do) over Fy, with ¢ = 2%, One uses a bijec-
tion between elements of F, and the words of the internal code to obtain a transformation

Fpr — Fgmé. The resulting concatenated code is a [nynb, kiks,d > dids] code over Fy.

HQC concatenated code (C) is instantiated with a shortened Reed-Solomon (sRS) code as
the external code and a duplicated Reed-Muller (dRM) code as the internal code. Encoding

is performed using C.Encode by calling RS.Encode then dRM.Encode. Decoding is performed
using C.Decode by calling dRM.Decode then RS.Decode.

C.Encode(m)

Input: Message m € B*
Output: Codeword v € B"1*"2

1. m’ < RS.Encode(m)
2. v + dRM.Encode(m’)

3. return v

C.Decode(w)

Input: Word w € B™"2
Output: Message m € B*

1. w' + dRM.Decode(w)
2. m < RS.Decode(w’)

3. return m

3.5.2 Reed-Solomon codes

Definition 3.5.2 (Reed-Solomon codes [28|). Let F, be a finite field with ¢ = 2™ and let
a be a primitive element of F,. A Reed-Solomon code RS[ny, ki, di] with symbols in F, has
the following parameters:
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e Length ny = q— 1 and dimension ky;
o Number of parity-check digits ny — ki = 2t with ty the correcting capacity of the code;
o Minimum distance dy = 2t + 1.

The generator polynomial rs_ generator _polynomial(z) of the RS[ny, ky,d1] code is given by:

rs_generator_polynomial(X) = (X + a)(X +a?) - (X + o).

RS codes considered in HQC. A shortened Reed-Solomon code sRS is a RS code featuring
smaller length and dimension while preserving its error correcting capacity t;. HQC uses sRS
of dimension k; = A/8 over F, = Fqs that can encode messages of size A bits. Arithmetic
over Fos = (Fy[X]/(p(X)),®,®) is performed using the irreducible polynomial p(X) =
X8+ X* 4+ X3 4+ X 4+ 1. Table 6 provides the parameters for the considered RS and
sRS codes while their associated generator polynomials are given below. One can use the
functions provided in the file reed_solomon.h to reconstruct these generator polynomials.

Instance RS Code sRS Code

[n1, kq, di] 131
HQC-1 [255, 225, 31| [46, 16, 31] 15
HQC-3 [255, 223, 33| [56, 24, 33] 16
HQC-5 [255, 197, 59| [90, 32, 59| 29

Table 6: Parameters of the Shortened Reed-Solomon codes used in HQC.

Generator polynomial of sSRS[46,16,31]. ¢1(X) = 74 + 81X + 224X? + 114X3 + 221X* +
115X° + 110X°% + 88 X7 +91X8 + 151.X° + 139X10 + 151 XM + 84X 12 + 184X 13 + 21X +
242X 15 4+ 97X16 + 199X 17 + 87X 18 4+ 113X 4+ 104X%0 4+ 184X + 197X + 111X% +
89X2* + 81X% +156X%0 + 71X%7 + 128X 28 + 217X + X0,

Generator polynomial of sRS[56,24,33]. g3(X) = 56 + 180X + 145X? + 30X3 + 131X* +
105X° 4 28X5 +60X7 4+ 107X% +33X° 4+ 206X 10 4+ 184X 4+ 155X 12 4 249X 13 + 153X M +
231X 4 112X16 4+ 11X 4231 X8 4+ X194 144 X720 4 201 X2 + 71X%2 4+ 62X 23 + 8X2%4 +
150X 2% + 142X%6 + 246 X727 + 33X 28 4+ 214 X2 4+ 26X30 + 150X3! + X32,

Generator polynomial of sRS[90,32,59]. g5(X) = 35 + 203X + 35X? + 52X3 + 165X* +
121X° +125X0 + 73X7 4+ 136 X% + 42X° + 235X 10 + 82X M 4+ 232X 12 4 122X 13 4 67X 4
98X + 51X 4+ 188X + 230X '8 4+ 82X + 164X 4+ 117X?! + 103X% + 184X? +
209X2% + 218X % 4+ 244X 4+ 181X27 4+ 122X + 10X + 25X30 4 138X3! + 216X32 +
182X3% 4+ 225 X34 4+ 145X35 4+ 100X°36 + 244 X7 4+ 5X38 4+ 142X39 4+ 213X40 4 238 X4 +
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15X%2 150X + 59X 4 4 28 X 45 4244 X464 2922 X474+ 252 X 48 4 85 X 49 4 125 X50 4 59 X5 4
52X52 + 215X 4+ 180X °%* + 34 X5 4+ 173X 4+ 208 X57 + X8,

Encoding RS codes. Encoding Shortened Reed-Solomon codes can be done in the same
way as encoding Reed-Solomon codes. We denote by u(X) = ug + -+ + ug, 1 X* 71 the
polynomial corresponding to the message u = (ug, - - ,ux,—1). We use the systematic form
of encoding where the rightmost k; positions of the codeword polynomial are the message
symbols and the leftmost n; — ky bits are the parity-check symbols. The codeword is given
by ¢(X) = b(z)+X™*u(X), where b(X) is the remainder of the division of the polynomial
Xm™ =k (X) by the generator polynomial. In consequence, the encoding in systematic form
consists of three steps :

1. Multiply the message u(X) by X™ k1,
2. Compute the remainder b(X) by dividing X™ %4 (X) by the generator polynomial.
3. Combine b(X) and X™ %1y (X) to obtain the codeword c¢(X) = b(X) + X" *iy(X).

The RS.Encode algorithm implements these steps using an LESR as described in [28].

RS.Encode(message)

Input: message € B*
Output: codeword € B™

1. codeword < Bj*

2. gate value < By

> Compute the redundancy bytes
3. for (i+03i<k;i++) do

4. gate value <— message[k; — 1 — 7] @ codeword[n; — k1 — 1]

5. for (j<n—k1—13;57>0;75--) do

6. codeword[j] <— codeword[j — 1] & (gate value ® rs_generator polynomial[j])
7. end

8. codeword[0] < gate value ® rs_generator polynomial[0]

9. end

> Compute the message bytes
10. codeword[n; — kj : n1] < message[0 : k]

11. return codeword
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Decoding RS codes. Similarly to encoding, the decoding of classical Reed-Solomon codes
can be used to decode shortened Reed-Solomon codes. Hereafter, we describe the process
of decoding classical Reed-Solomon codes following [28]. Consider the Reed-Solomon code
defined by [nq, k1, dy], with ny = 2™ — 1 (where m > 0 is a positive integer) and suppose
that a codeword v(X) = vg + 11X + -+ + v,, 1 X" ! is transmitted. Let e(X) = ey +
e1X + -+ -+ ey, 1 X™ ! be an error polynomial meaning that there is an error in position j
whenever e; # 0. Let 7(X) = ro+r X 4+ - +7,,-1X™ ! be the received word, potentially
altered by some errors such that r(X) = v(X) + e(X).

We define the set of syndromes Sy, S, -+, Sy, as S; = r(a') with a being a primitive
element in Fom. We have r(a?) = e(a) since v(a’) = 0 as v is a codeword. Suppose that
e(x) has t; errors at locations ji, jo, -+ , ji,, i-e. e(x) = e; 27" + ej,a7% 4 --- 4 ¢;, a7, We
obtain the following set of equations where at,--- a4 are unknown:

Sl = e]l (a]l)l _'_ 6]2 (OCJZ)I _'_ e _|_ ejtl (a]il)l
SQ — 6]'1 (aﬂl)z + €j2 (06]2)2 e ejtl (a]tl )2
82t1 = €5 (O‘/jl)%l + €, (O‘/jQ)Qtl +ooet it (O‘jtl )2t1

The goal of a Reed-Solomon decoding algorithm is to solve this system of equations.
We define the error location numbers by 3; = o’ which indicate the location of the errors.
Hence, the set of equations can be expressed as follows:

St = ebitepbt - +e, by
Sy = eufitenls+-+e B
SQtl = ej1612t1 + 6j2/622t1 +ot €jty Bl?ltl

We define the error location polynomial as:
o X)=(1+8/X) A+ X)) - A+6,X)=1+0X +0X*+ -+ 0, X"

The roots of o(X) are 574, 3y, - - - ,ﬂt_ll are the inverses of the error location numbers.

After retrieving the coefficients of o(x), one can compute the error values. Let Z(X) =
1+ (S14+01)X + (Sa+ 0151 +09) X2+ -+ + (S, + 0154 -1 + 0252 + -+ 04,) X", the
error value at location [ is given |7] by:

_Z(B) '
H(l + 66,1

1=1
il

€j
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Forney’s algorithm [18] provides an efficient way to compute the error values using the
formal derivative of the error location polynomial:

t1

o) = S TL0+ 60 = S AT+ 6,%),

j=1
i
Aso'(BY) = B H?:L#l (14 B;X), the error magnitude is simply:
o = 2B
Ji ﬁl—la/(ﬁl—l)

One can define the error locator polynomial from its even-part and odd-part polynomials
namely o(X) = 0.(X) + 0,(X) with:

Lt1/2j Hl/ﬂ
O'e(X) = Z U%X% and O'O(X) = Z O-2i_1X2i—1'
=0 i=1

t1—1 .

One can also write Xo/'(X) = 01X + 202X? + -+ + tjop, X" = > i0; X" which in
characteristic 2 simplifies to Xo'(X) = 21[21/21 091 X% thus:

26
Ji Uo(ﬁfl) :
This way, both ¢(X) and the denominator of the error magnitude can be computed at the

cost of evaluating only (X)) and Z(X) at the code support ;. .. 5{11 along with one field
inversion for each evaluation. The decoding is completed by computing r(X) — e(X).

The decoding procedure RS.Decode returns a deterministic best-effort message and does
not signal failure. One can summarize it as follows:

1. RS.Decode.ComputeSyndromes computes the 2¢; syndromes from the received word
r(X) by evaluating r(a') for each value of i.

2. RS.Decode.ComputeErrorLocatorPolynomial computes the error-location polynomial o (X))
from the syndromes using the Berlekamp’s algorithm [28|.

3. RS.Decode.ComputeErrorPositions finds the error positions within the first k; symbols
of the codeword by computing the inverses of the roots of the polynomial o(X).

4. RS.Decode.CorrectErrors computes the polynomial Z(X) and o,(X), the error values
and correct the errors to recompute the message.
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RS.Decode(received word)

Input: received word € B™

Output: message € B*

1. syndrome < RS.Decode.ComputeSyndromes(received word)
2. sigma < RS.Decode.ComputeErrorLocatorPolynomial(syndrome)
3. error_positions <— RS.Decode.ComputeErrorPositions(sigma)

4. message < RS.Decode.CorrectErrors(received word, syndrome, sigma, error _positions)

5. return message

RS.Decode.EvaluatePoly(polynomial, degree, point)

Input: polynomial € Bdegreet1 highest index examined degree € N, point € B
Output: eval € B

1. point_pow < point

2. eval « polynomial[0]

3. for (i<« 1;i<degree;i++) do

4. eval < eval & (polynomial[i] ® point_pow)
5. point _pow < point__pow & point
6. end

7. return eval

RS.Decode.ComputeSyndromes(received word)

Input: received word € B™

Output: syndrome € B2x!

1. syndrome < B3*"

2. for (i+03;i<2xt;;i++) do
3. syndromeli] < RS.Decode.EvaluatePoly(received word, n; — 1,alphai*!)

4. end

5. return syndrome
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RS.Decode.ComputeErrorLocatorPolynomial(syndrome)

Input: syndrome € B2*%1

Output: Error locator polynomial sigma € Bi1+!

(

( mu7deg_5igmamu) — (B(t]l+170)
3. (sigMaye, deg sigman,) « (B5T,0)
(sigmal0], dmy) < (1, syndrome[0])

(

rho, sigmapo[0], drho) < (—1,1,1)

6. for (mu<+0;mu<2xt ;mu+t) do
7. if (dmy # 0) then

> Update polynomial sigma

8. (sigma,,,deg_sigma,,) < (sigma,d)

9. for (i< 0 ;¢ < min(deg_sigma,,,,t1 — (mu —rho)) ; i++) do
10. pos < i + mu — rho

11. sigma[pos] < sigma[pos] @ (dmu @ d7;} @ sigmaye|i])

12. end

13. d + min(t;, max(d, (mu — rho + deg_sigma,)))

> Update polynomial sigma,,,

14. if ((mu — deg_sigma,,,) > (rho — deg_sigma,,,) ) then
15. (sigma,p, deg sigma,,,) < (sigma,,,deg sigma,,,)
16. (rho, dvho) <= (Mu, dmy)

17. end

18. end

> Update discrepancy dm,
19. if (mu+1<2xt;) then

20. dmu < syndrome[mu + 1]

21. for (i< 13;i<dj;i++) do

22. dmu < dmu @ (sigma[i] ® syndrome[mu + 1 — i)
23. end

24. end

25. end

26. return sigma
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RS.Decode.ComputeErrorPositions(sigma)

Input: Error locator polynomial sigma € Bf1+1

Output: error _positions € {0, 1}

1. error_positions < 0*1
2. pos <0

3. for (i< 03;i<k;i++) do

4. pos < ni — k1 +1

5. if (RS.Decode.EvaluatePoly(sigma, t1, (alphaP®)~!) = 0) then
6. error _positions|[i] < 1

7. end

8. end

9. return error_positions
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RS.Decode.CorrectErrors(codeword, syndrome, sigma, error _positions)

Input: codeword € B™, syndrome € B2**1 ELP sigma € B'*!, error _positions € {0, 1}*1
Output: message € B*

1. Z+4 Bél+1

2. z[0] 1

3. sigma_odd + BSlH
4. message < Bgl

5. pos <+ 0

> Compute the error-evaluator polynomial z(x)
6. for (i< 03;i<t;;i++) do

7. z[i 4+ 1] < syndrome][i]

8. for (j«03j<i;j++) do

9. z[i + 1] < z[i + 1] & (sigma[j + 1] ® syndrome[i — 1 — j])
10. end

11. z[i + 1] < z[i + 1] @ sigmali + 1]

12. end

> Compute polynomial sigma odd(x)
13. for (i< 1;i<t;;i<+i+2)do
14. sigma_ odd[i] < sigmali]

15. end

> Correct errors
16. for (i< 0;i<k;;i++) do

17. pos < ni1 — ki +1

18. numerator <— RS.Decode.EvaluatePoly(z, t1, (alphaP®s)~1)

19. denominator <— RS.Decode.EvaluatePoly(sigma_odd, ¢1, (alphaP®s)~1)
20. message[i] «+— codeword[pos]

21. if (error_positions[i] = 1 and denominator # 0) then

22. messageli] < message[i] @ (numerator ® denominator!)

23. end

24. end

25. return message
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3.5.3 Duplicated Reed-Muller codes

Definition 3.5.3 (Reed-Muller codes [32]). Let m and r be positive integers with 0 < r <
m. The binary r™ order Reed-Muller code denoted RM(r,m) has the following parameters:

e Length ng = 2™ ;
e Dimension ks = ZLO (T) ;

o Minimum distance d3 = 2™ 7.

RM codes considered in HQC. HQC uses the first-order RM(1,7) code namely the
binary [128,8,64] code. The codeword is duplicated rm multiplicity times to obtain the
[ny, = rm_multiplicity X ng, ke = k3, dy = rm_multiplicity x d3] code as shown in Table 7.

RM Code . dRM Code
Instance rm__multiplicity p

[n37 k37 d3] [n27 k27 d2] U]
HQC-1 3 [384, 8, 192] 48
HQC-3 [128, 8, 64] 5 [640, 8, 320] 80
HQC-5 5 [640, 8, 320] 80

Table 7: Parameters of the Reed-Muller and Duplicated Reed-Muller codes used in HQC.

Encoding dRM codes. Encoding duplicated Reed-Muller codes is done by encoding
each byte of the message using RM.Encode yielding a nj[n3/8| byte long string that is
duplicated rm__multiplicity times in order to obtain the niny bytes long codeword. Fol-
lowing [32], RM.Encode performs the vector matrix multiplication between the message
m = (my,...,my) and the k3 X ng generator matrix rm_generator matrix where (i) de-
notes the column-wise bit representation of ¢ € [0,127] where the most significant bit of i
is at the topmost position. As bytes are represented as (br,...,by) with by the least sig-
nificant bit, one should note that the position i in the message m represented as a vector
corresponds to the position 7 — ¢ in the message message represented as a byte.

rm_ generator__matrix = { (é) (1;7)]
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RM.Encode uses rm_generator matrix represented as a k3 X [n3/8] byte matrix namely:

rm__generator matrix =

[ OxFF OxFF OxFF OxFF OxFF OxFF OxFF OxFF OxFF OxFF OxFF OxFF OxFF OxFF OxFF OxFF]
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 OxFF OxFF OxFF OxFF OxFF OxFF OxFF OxFF
0x00 0x00 0x00 0x00 OxFF OxFF OxFF OxFF 0x00 0x00 0x00 0x00 OxFF OxFF OxFF OxFF
0x00 0x00 OxFF OxFF 0x00 0x00 OxFF OxFF 0x00 0x00 OxFF OxFF 0x00 0x00 OxFF OxFF
0x00 OxFF 0x00 OxFF 0x00 OxFF 0x00 OxFF 0x00 OxFF 0x00 OxFF 0x00 OxFF 0x00 OxFF
0xO0F 0xOF 0xOF 0xOF O0xOF 0xOF O0xOF 0xOF 0xOF 0xOF 0xOF O0xOF 0xOF OxOF 0xOF OxOF
0x33 0x33 0x33 0x33 0x33 0x33 0x33 0x33 0x33 0x33 0x33 0x33 0x33 0x33 0x33 0x33

| 0x55 0x55 0x55 0x55 0x55 0x55 0x55 0x55 0x55 0x55 0x55 0x55 0x55 0x55 0x55 0x55 |

dRM.Encode(message)

Input: message € B™
Output: codeword € B"1*"2

1. codeword € B """

2. for (i< 03i<mn;;i++) do
> Encode message one byte at a time
3. pos <— i x (16 x rm_ multiplicity)
4. codeword|[pos : pos + 16| «+— RM.Encode(message][i])

> Duplicate encoding rm__multiplicity times

5. for (j < 1;j <rm_multiplicity ; j++) do

6. codeword[pos + 16 x j : pos + 16 X j + 16] <— codeword[pos : pos + 16]
7. end
8. end

9. return codeword
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RM.Encode(message)

Input: message € B
Output: codeword € B("3/8)

1. codeword € B(()n?’/ 8)

2. for (i< 03;i<ks;i++) do
3. if (ByteToBit(message,7 —¢) = 1) then

4. for (j«0;j<n3/8;j++) do

5. codeword]j] <— codeword[j] @ rm generator matrix[i][J]
6. end

7. end

8. end

9. return codeword

Decoding dRM code. First order Reed-Muller codes can be decoded using the fast
Hadamard transform (see 32|, chapter 14 for example). Duplicated Reed-Muller codes
can be decoded similarly by slightly adapting the procedure to take into account the du-
plication. The dRM.Decode returns a deterministic best-effort message and does not signal
failure. It manipulates the nins bytes long word by blocks of ny bytes sequentially in order
to retrieve the n; bytes long message. The decoding of each block follows these three steps:

1. dRM.Decode.ExpandAndSum takes a duplicated word w = (w®,...,
and computes bit sums = (SIMG MR i S MUERIEY 45i ). One should
note that bit _sums € [0,rm_multiplicity]”® which differs from F' in [32] as code-
words are mapped to {0, 1} instead of {—1,1} and the computation is adjusted for
rm__multiplicity duplications.

wrm_multiplicity)

2. dRM.Decode.Hadamard computes hadamard coeffs by applying the Hadamard trans-
form to the bit sums values. After the computation of the Hadamard transform,
hadamard _coeffs[0] is corrected to take into account that dRM.Decode.ExpandAndSum
uses {0, 1} values instead of {—1,1} ones.

3. dRM.Decode.FindPeaks computes the peak namely the position of the highest absolute
value of the hadamard coeffs and interprets it as as the decoded byte. If the peak’s
value is positive, the most significant bit of the decoded byte is set before returning
it. If the peak is not unique, the decoded byte corresponding to the smallest position
is returned.
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dRM.Decode(w)

Input: Word w € B x"2
Output: Message m € B™

1.

2.

for (i<~ 03i<ng;i++) do
duplicated word <— w[i X ng : (i + 1) X ng]
bit_sums <— dRM.Decode.ExpandAndSum(duplicated _word)
hadamard _coeffs <— dRM.Decode.Hadamard(bit sums)
m[i] < dRM.Decode.FindPeaks(hadamard _coeffs)

end

return m

dRM.Decode.ExpandAndSum(duplicated word)

Input: duplicated word € B™2
Output: bit sums € Z™

1.

10.

bit sums + 0™

for (i<« 03 i< rm_ multiplicity ; i++) do
for (j« 0375 <n3/8;j++) do
for (k<03 k<ks;k++) do
tmp < ByteToBit(duplicated word[i X n3/8 + j|,7 — k)
bit sums[8 x j + k] < bit_sums[8 x j + k] + tmp
end
end

end

return bit sums
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dRM.Decode.Hadamard(bit sums)

Input: bit _sums € Z™
Output: hadamard coeffs € Z"3

1.
2.

3.

10.

11.

12.

13.

14.

15.

16.

bit sums_copy < bit _sums
hadamard _ coeffs <— 0™3
(a,b) < (0,0)

> Compute Hadamard transform
for (i < 03¢ < hadamard _stages ; i++) do
for (j <~ 03 j < hadamard register size ; j++) do
a = bit_sums_ copy[2 X j]
b = bit_sums_copy[2 x j + 1]
hadamard coeffs[j] = a + b
hadamard _coeffs[j + hadamard register size] =a — b

end

if (i # hadamard stages — 1) then
(hadamard _ coeffs, bit _sums_copy) < (bit_sums_copy, hadamard _coeffs)
end

end

> Correct first coefficient
hadamard _coeffs[0] <— hadamard _coeffs[0] — (hadamard register size x rm_multiplicity)

return hadamard coeffs
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dRM.Decode.FindPeaks(hadamard _coeffs)

Input: hadamard coeffs € Z™3
Output: decoded byte € B

1.
2.

3.

10.

11.
12.

13.

14.

decoded byte < B
current__magnitude < 0

peak magnitude < 0

> Find the peak magnitude
for (i< 0;i<mng;it++) do
current_magnitude < |hadamard _coeffs][i]|
if (current magnitude > peak magnitude ) then
peak magnitude < current__magnitude
decoded byte + ¢
end

end

> Compute the most significant bit of decoded byte
if (hadamard _coeffs[decoded byte] > 0) then
decoded byte <— decoded byte V 0x80

end

return decoded byte
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3.6 HQC-PKE

HQC uses a decodable [nyn}, k| code C which can correct at least A errors as well as a
random double-circulant [2n,n| code with parity-check matrix (I, rot(h)). The code C is
instantiated using concatenated Reed-Muller and Reed-Solomon codes which are described
in Section 3.5. The codewords of C are in F;lné while other vectors are in F§ where n is
the smallest primitive prime greater than nin/. All computations are made in F} and the
remaining ¢ = n — nyn}, bits are truncated whenever required.

HQC-PKE.Keygen(seedpkE)

Input: Seed seedpke
Output: Encryption key ekpkg, decryption key dkpke

> Compute dkpke and ekpkg seeds

1. (seedeE_dk, seedeE.ek) — I(seedeE)

> Compute decryption key dkpke
2. ctxpke.dk < XOF.Init(seedpke.dk)
3. (CtxpkEe.dk,Y) < SampleFixedWeightVectg(ctxpke.dk, w)
4. (CtxpkEe.dk, X) < SampleFixedWeightVectg(ctxpke.dk, w)

5. dkpkg ¢ seedpkE.dk

> Compute encryption key ekpkg
6. CtxpkEe.ek < XOF.Init(seedpkE.ck)
7. (CtxpkE.ek, h) < SampleVect(ctxpkEe.ek)
8. s+ x+h-y
9. ekpke < (seedpkE.ek;S)

10. return (ekpkg, dkpke)

38



HQC-PKE.Encrypt(ekpke, m, 6)

Input: Encryption key ekpkg, message m, randomness 6

Output: Ciphertext cpkg

> Parse encryption key ekpkg
1. (seedpkg.ek,S) < ekpke
2. CEXpKE.ek < XOF.Init(seedeE_ek)
3.  (CtxpkE.ek, h) < SampleVect(ctxpkEe.ek)

> Compute ciphertext cpkg
4. ctxg + XOF.Init(9)
5. (ctxg,r2) < SampleFixedWeightVect(ctxg, w;)
6. (ctxg,e) < SampleFixedWeightVect(ctxg, we)
7. (ctxg,r1) < SampleFixedWeightVect(ctxg, w;)
8. u<+ry+h-ry
9. v < C.Encode(m) + Truncate(s - ra + €, ()

10. CpKE < (u,v)

11. return cpkg
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HQC—PKE.DGCprt(dkPKE, CPKE)

Input: Decryption key dkpkg, ciphertext cpke
Output: Message m

> Recompute y from decryption key dkpkg
1. CtXpKE.dk < XOF.|nit(dkaE)
2. (CtxpkEe.dk,Y) < SampleFixedWeightVectg(ctxpke.dk, w)

> Parse ciphertext cpke

3. (u,v) <— CPKE

> Compute plaintext m
4. m < C.Decode(v — Truncate(u -y, /))

5. return m

Correctness. The correctness of HQC relies on the decoding capability of the code C.
Specifically, C correctly decodes v —u -y whenever:

w(s-ro—u-y+e) <A
w((x+h-y) ro—(ri+h'r)-y+e) <A
wx-ry—r;-y+e) <A

An analysis of the distribution of the error vector € = x-ry —r; -y + e and the resulting
decoding failure rate of the scheme is provided in Section 6.1.
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3.7 HQC-KEM

HQC-KEM is derived from HQC-PKE using the Fujisaki-Okamoto transformation [19] in-
stantiated following the HHK framework with implicit rejection [26].

HQC-KEM.Keygen()
Input: None

Output: Encapsulation key ekxgnm, decapsulation key dkkem

> Sample seedkgm

1. seedkem <$ B|seed|

> Compute seedpkg

2. seedpkg Bgseed|
3. ctxkem < XOF.Init(seedkgm)
4. (ctxkem, seedpke) < XOF.GetBytes(ctxkem, seedpke, |seed|)

> Compute HQC-PKE keypair
5. (ekaE,dkaE) — HQC—PKE.Keygen(seedeE)

> Compute HQC-KEM keypair
6. ekKEM “— ekaE

7. dkKEM — seedKEM

8. return (ekxgm,dkkem)
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HQC-KEM.Encaps(ekkem)

Input: Encapsulation key ekkgm
Output: Shared secret key K, ciphertext ckgm

> Sample message m and salt
1. m s BIk/3]

2. salt «s Blsaltl

> Compute shared key K and ciphertext ckgm
3. (K,0) <+ G(H(ekkem)|lm||salt)
4. cpke < HQC-PKE.Encrypt(ekkem, m, 6)

5. CKEM % (CpKE,Salt)

6. return (K, ckgm)
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HQC-KEM.Decaps(dkkem, Ckem)

Input: Decapsulation key dkkgm, ciphertext ckem
Output: Shared secret key K’

> Recompute (ekpke, dkpke)

1. seedpkg <+ Bgseed|

2. ctxkem < XOF.Init(dkkgm)

3. (ctxkem, seedpke) < XOF.GetBytes(ctxkem, seedpke, |seed|)
4. (ekpkg,dkpke) < HQC-PKE.Keygen(seedpkg)

> Compute o
5. (CtXKEM, O’) — XOF.GetBytes(cthEM,a, “{7/8—‘)

> Parse ciphertext ckem

6. (CPKE,Sa|t) < CKEM

> Compute message m’
7. m’ + HQC-PKE.Decrypt(dkpke, cpkE)

> Compute shared key K’ and ciphertext cigy
8. (K',0") < G(H(ekpkg)|/m’||salt)
9. cpkg < HQC-PKE.Encrypt(ekpke, m’, 6)

/ /
10.  cxpm < (Cpkp,salt)

> Compute rejection key K
1. K« J(H(ekpke)||o|lckem)
12. if m’ = L or cigy # cKem
13. K « K
14. endif

15. return K’
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4 Parameters and Sizes

This section provides parameters sets for HQC and resulting ciphertext and key sizes. For
each parameter set, the parameters are chosen based on the minimal workfactor of the best
known attacks (see Section 6.3 for more details).

4.1 Parameter sets

The main parameters of HQC are given in Table 8 where n; denote the length of the
shortened Reed-Solomon code and ny denote the length of the duplicated Reed-Muller code
so that the length of the concatenated code C is nyn), its dimension is k and its decoding
failure rate (DFR) is adjusted for each security level. The parameter n denotes the length of
the ambient space namely the smallest primitive prime greater than nyn,. The parameters
w, w, and w, denote the weight of the vectors (x,y), (ry,ry) and e respectively. Additional
parameters for shortened Reed-Solomon and duplicated Reed-Muller related parameters are
given in Tables 6 and 7 respectively.

Instance Security ny o n k w Wy = We DFR
HQC-1 NIST-1 46 48 17 669 128 67 76 < 212
HQC-3 NIST-3 56 80 35 851 192 101 114 < 27192
HQC-5 NIST-5 90 80 57 637 256 132 150 < 27256
Table 8: Parameter sets for HQC

4.2 Ciphertext and key sizes

The encapsulation key ekkem has size |ekxgm| = |seed| + [n/8] while the decapsulation

key dkxem has size |dkkem| = [seed|. The ciphertext ckgm has size |ckem| = [n/8] +

[(nyn})/8] + |salt| while the shared key K has size |K|. The seeds, salt and shared key have
size |seed| = 32 B, |salt| = 16 B, |K| = 32 B respectively. The resulting sizes are given in
bytes in Table 9.

Instance Security lekkem]| |dkkem| |ckem| | K|
HQC-1 NIST-1 2 241 32 4 433 32
HQC-3 NIST-3 4 514 32 8 978 32
HQC-5 NIST-5 7237 32 14 421 32

Table 9: HQC keypair (ekxem, dkkem), ciphertext ckgm and shared key K sizes (in Bytes)
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5 Performance Analysis

This section provides performance measurements of our HQC.KEM implementations.

Benchmark platform. Benchmarks were performed on a machine running Ubuntu 22.04.2
LTS with 32 GB of memory and an Intel® Core™ i7-11850H CPU @ 2.50GHz. For all
experiments, Hyper-Threading and Turbo Boost features were disabled. Implementations
were compiled using gcc (version 15.2.0). For each parameter set, the results have been
obtained by computing the mean over 1000 random instances. In order to minimize any
bias from background tasks running on the benchmark platform, each instance have been
repeated 100 times and averaged.

Constant time. The optimized implementation has been implemented in constant time
hence it is expected that it does not leak any sensitive data whenever compiled on the afore-
mentioned benchmark platform with the compiler and compiler flags mentioned hereafter.

5.1 Reference implementation

The performances of our reference implementation on the aforementioned benchmark plat-
form are given in Table 10. The reference implementation is written in C and have been
compiled using the flags -03 -std=c99 -funroll-all-loops -pedantic -Wall -Wextra.

Instance KeyGen Encaps Decaps
HQC-1 5 010 10 014 20 280
HQC-3 15 156 30 288 60 915
HQC-5 37 468 74 080 148 929

Table 10: Performances (in kiloCycles) of the reference implementation of HQC

5.2 Optimized implementation

The performances of our optimized implementation on the aforementioned benchmark plat-
form are given in Table 11. Our optimized implementation leverages AVX2 instructions and
have been compiled using the flags -03 -std=c99 -funroll-all-loops -mavx -mavx2 -
mpclmul -pedantic -Wall -Wextra.
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Instance KeyGen Encaps Decaps
HQC-1 75 152 375
HQC-3 175 349 812
HQC-5 355 712 1624

Table 11: Performance (in kiloCycles) of the optimized implementation of HQC

5.3 Known Answer Test values

Known Answer Test (KAT) values have been generated using the script provided by the
NIST. In addition, examples with intermediate values are also provided. One should note
that one can generate the aforementioned test files using respectively the kat and verbose
modes of our implementation. The procedure to follow in order to do so is detailed in the
technical documentation.

6 Security Analysis

6.1 Decoding Failure Rate analysis

This section analyzes the Decoding Failure Rate (DFR) of HQC, i.e. the probability that
the error vector € = x-ry —ry -y -+ e is not corrected by the public concatenated code. It is
organized in two parts. Sections 6.1.1 to 6.1.3 recall the original HQC’s DFR analysis: the
coordinates of € are modeled as independent Bernoulli variables, i.e. as a binary symmetric
channel (Section 6.1.1, Model 1); the DFR of the inner duplicated Reed-Muller code is
upper bounded by a union bound over its codewords (Section 6.1.2); and the DFR of the
concatenated code follows by a binomial argument over the inner blocks (Section 6.1.3).
Simulations show that this first approach is conservative. Section 6.1.4 then presents a
finer modeling introduced in [11] (Model 2), which keeps the exact weight of the integer
products Z(x) - Z(ry) and Z(ry) - Z(y) and takes the dependence between the inner blocks
into account exactly. This refined modeling is validated by simulations on the whole range
of weights that can be observed. The DFR reported in Table 8 are based on Model 2.
Finally, Section 6.1.5 shows that the deterministic tie-breaking rule used in dRM.Decode is
covered by both analyses.

6.1.1 Analysis of the error vector distribution (Model 1)

We provide a precise analysis of the error distribution approximation following [5]. We first
compute exactly the probability distribution of each fixed coordinate e}, of the error vector

/ / /
€ =x-1r9—r1r-y+e=I(ey,...€, 1)
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We obtain that every coordinate e}, is Bernoulli distributed with parameter p* = Ple} = 1]
given by Proposition 6.1.2.

To compute decoding error probabilities, we will then need the probability distribution
of the weight of the error vector € restricted to given sets of coordinates that correspond
to codeword supports. We will make the simplifying assumption that the coordinates e,
of € are independent variables, which will let us work with the binomial distribution of
parameter p* for the weight distributions of €’. In other words, we model the error vector
as a binary symmetric channel with parameter p*. This working assumption is justified
by remarking that, in the high weight regime relevant to us, since the component vectors
X,y, e have fixed weights, the probability that a given coordinate ej, takes the value 1
conditioned on abnormally many others equaling 1 can realistically only be < p*. We
support this modeling of the otherwise intractable weight distribution of € by extensive
simulations. These simulations back up our assumption that our computations of decoding
error probabilities and DFRs can only be upper bounds on their real values.

The vectors x,y,rq, s, e have been taken uniformly random and independently chosen
among vectors of weight w, w, and w,. We first evaluate the distributions of the products
X-ryand ry-y.

Proposition 6.1.1. Let x = (zg,...2Z,_1) be a random vector chosen uniformly among all
binary vectors of weight w and let v = (1o, ...,r,_1) be a random vector chosen uniformly
among all vectors of weight w, and independently of x. Then, denoting z = x - r, we have
that for every k € {0,...n — 1}, the k-th coordinate z of z is Bernoulli distributed with
parameter p = P(z, = 1) equal to:

1 n\(n—40\/n—w
P= Zmrn Cy where Cg:<)( )( )
(w) (w,«) 1<£<I§n:(w,wT) 14 w—/ Wy — 14

£ odd

Proof. The total number of ordered pairs (x,r) is (Z) (UZ) Among those, we need to count
how many are such that z; = 1. We note that

z = E Tirj.

i+j=k mod n

0<%,j<n—1
We need therefore to count the number of couples (x,r) such that we have z;r,_; = 1 an
odd number of times when 4 ranges over {0,...,n — 1} (and k& — 7 is understood modulo
n). Let us count the number C; of couples (x,r) such that z;r,_; = 1 exactly ¢ times. For

¢ > min(w,w,) we clearly have C; = 0. For ¢ < min(w,w,) we have () choices for the

"_é) remaining choices for the set of

w—~
coordinates ¢ such that z; = 1 and r,_; = 0, and finally (Zi‘"[) remaining choices for the set

of coordinates 7 such that z; = 0 and r,_; = 1. Hence C, = (Tg) (Z:ﬁ) (Z__“Z) The formula
for p follows.

set of coordinates 7 such that z; = r,_; = 1, then (
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Let x,y (respectively ry,ry) be independent random vectors chosen uniformly among
all binary vectors of weight w (respectively w,). By independence of (x,rs) with (y,r;), the
k-th coordinates of x - ry and of r; - y are independent, and they are Bernoulli distributed
with parameter p by Proposition 6.1.1. Therefore their modulo 2 sum t =x-ry —r; -y is
Bernoulli distributed with:

{Pr[tk = 1] =2p(1 - p), (1)

Pr[t, = 0] = (1 — p)® + p*.

Finally, by adding modulo 2 coordinate-wise the two independent vectors e and t, we obtain
the distribution of the coordinates of the error vector € =x-ry —r; -y + €.

Proposition 6.1.2. Let x,y,ry, 19, € be independent random vectors with uniform distribu-
tions among vectors of fized weight w for X,y, among vectors of weight w, for ri,rs, and
amonyg vectors of weight w, fore. Lete =x-ro—r1-y+e=(e,...,e,_ ). Then for any

» P n—1
k=0...n—1, the coordinate e, has distribution:

Prlej, = 1] = 2p(1 — p)(1 — =) + ((1 — p)* + §°) ==,

Prlej, = 0] = ((1 — p)* +p°) (1 — =) + 2p(1 — p)==.
Proposition 6.1.2 gives us the probability that a coordinate of the error vector €’ is 1. In our
simulations, which occur in the regime w = a+/n with constant a, we make the simplifying
assumption that the coordinates of €’ are independent, meaning that the weight of e’ follows
a binomial distribution of parameter p*, where p* is defined as in Equation (2): p* =
2p(1 —p)(1 — ) 4+ ((1 — p)* + p*) “=. The actual error satisfies w(e’) < min(2ww, +we,n);

under the independence assumption its weight is approximated by Binomial(n, p*), i.e. for
0<d<n,

(2)

pelo(e) = = () 0" - ) @

Simulation results. We provide simulations of the distribution of the weight of the error
vector together with the distribution of the associated binomial law of parameter p*. These
simulations show that error vectors are more likely to have a weight close to the mean than
predicted by the binomial distribution, and that on the contrary the error is less likely to be
of large weight than if it were binomially distributed. This is illustrated on the parameter
set corresponding to HQC-1. For cryptographic purposes we are mainly interested by very
small DFR and large weight occurrences which are more likely to induce decoding errors.
These tables show that the probability of obtaining a large weight is close but smaller
for the error weight distribution of €' rather than for the binomial approximation. This
supports our model and the fact that computing the decoding failure probability with
this binomial approximation permits to obtain an upper bound on the real DFR. This is
confirmed hereafter by simulations with real weight parameters (but smaller lengths).

We consider the HQC-1 parameter set for which we simulate the error distribution versus
the binomial approximation together with the probability of obtaining large error weights.
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We computed vectors of length n and then truncated the last £ = n — nyn} bits before
measuring the Hamming weight of the vectors.

— !/ S
Parameter set w We = Wy n NN, D

HQC-1 67 76 17 669 17 664 0.3449
Table 12: Probability p* for HQC-1 parameter set

Simulation results are shown in Figure 3. We computed the weights such that 0.1%, 0.01%
and 0.001% of the vectors are of weight greater than this value, to study how often extreme
weight values occur. Results are presented in Table 13.

8x100 —

HQC vectors +

Binomial vectors - - -

7x10%

6x10°

5x10°

4x10%

Occurences

3x10%

2x10°

1x10%

0 g I \ \ \
5900 5950 6000 6050 6100 6150 6200 6250 6300

Weight

Figure 3: Comparison between error € generated using HQC-1 parameter set and its bino-
mial approximation. 1 billion samples were generated for both distributions.
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0.1% 0.01% 0.001%
Error vectors 6 261 6 297 6 330
Binomial approximation 6 289 6 328 6 372

Table 13: Weights exceeded by 0.1%, 0.01% and 0.001% of the vectors for HQC-1. Simulated
error vectors computed from 10® samples and binomial approximation computed exactly.

6.1.2 Upper bound for the DFR of the RM code

One can only obtain an exact decoding probability formula for the Reed-Solomon codes as
for Reed-Muller codes we consider a maximum-likelihood decoding for which there is no
exact formula. We provide an upper bound on the DFR in that case.

Proposition 6.1.3 (Simple Upper Bound for the DFR of the RM code). Let p be the
transition probability of the binary symmetric channel. Then the DFR of a duplicated Reed-
Muller code of dimension 8 and minimal distance d; can be upper bounded by:

d.
- d; ) .
p=25 3 () -pt
J=di/2 J
Proof. For any linear code C of length n, when transmitting a codeword c, the probability

that the channel makes the received word y at least as close to a word ¢’ = ¢ + x as ¢ (for
x a non-zero word of C and w(x) the weight of x) is:

j>§,:‘)/2 (wg}())pj(l _ )i

By the union bound applied on the different non-zero codewords x of C, we obtain that the
probability of a decryption failure can thus be upper bounded by:

> 5 (Ma-pe
xeCat0 w2 N )
There are 255 non-zero words in a [128,8,64] Reed-Muller code, 254 of weight 64 and one
of weight 128. The contribution of the weight 128 vector is smaller than the weight 64
vectors, hence by applying the previous bound to duplicated Reed-Muller codes we obtain
the result. n

Better upper bound for the DFR of the RM code. The previous simple bound
pessimistically assumes that decoding fails when more than one codeword minimizes the
distance to the received vector. The following bound improves the previous one by taking
into account the fact that decoding still succeeds with probability exactly 1/2 when exactly
two codewords minimize the distance to the received vector, whatever the tie-breaking rule
of the decoder (see Lemma 6.2 below).
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Proposition 6.1.4 (Improved Upper Bound for the DFR of the internal code). Let p be
the transition probability of the binary symmetric channel. Then the DFR of a duplicated
Reed-Muller code of dimension 8, minimal distance d; and length n = 2d; can be upper

bounded by:

pi= Y Ap*(1—p)

w=d;/2

[0 ) £ (L)

j=d;/2+1

where

di/2

(D7) L)

J=0

Proof. Let E be the decoding error event. Let e be the error vector.

o Let A be the event where the closest non-zero codeword ¢ to the error is such that
d(e,c) =d(e,0) = w(e).

e Let B be the event where the closest non-zero codeword ¢ to the error vector is such
that d(e,c) < w(e).

e Let A C A be the event where the closest non-zero codeword c¢ to the error vector
is such that d(e,c) = w(e) and such a vector is unique, meaning that for every
c e€C,c #c,c #0, we have d(e,c’) > w(e).

e Finally, let A” be the event that is the complement of A’ in A, meaning the event
where the closest non-zero codeword c to the error is at distance |e| from e, and there
exists at least one codeword ¢/, ¢’ # ¢, ¢’ # 0, such that d(e, c’) = d(e, c) = w(e).

The probability space is partitioned as Q@ = AUBUC = AU A” UB U C, where C
is the complement of A U B. When C occurs, the decoder always decodes correctly, i.e.
P(E|C) = 0. We therefore write:

P(E)= P(E|A"P(A")+ P(E|A")P(A") + P(E|B)P(B)

When the event A’ occurs, exactly two codewords are at minimal distance from the
received word and the decoder is correct with probability exactly 1/2, whatever its tie-
breaking rule, by Lemma 6.2 below; i.e. P(E|A") =1/2. We have P(E|B) = 1 and writing
P(E|A") < 1, we have:

P(Ey) < 5P(AL) + P(AY) + P(B.)

= S(P(AL) + P(AL) + S P(AL) + P(B.)
P(E,) < zP(A,) + %P(AZ) + P(By) (4)

(NGRS NN I N I
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where for X = A, A’, A” E, the event X, signifies the intersection of the event X with the
event “w(e) = w”. Now we have the following union bounds over the codewords of weight

d;, which are the only ones that can contribute when w < d; (the all-one codeword satisfies
d(e,1) < w(e) only when w(e) > d;):

<5 Y () (" )ra-nr (5)

j=d;/2+1

with n = 2d; the length of the inner code, and where we use the convention that a binomial
coefficient (i) = 0 whenever kK < 0 or k > /.

P(A,) < 255 (dd/2> <w _dzii/z)p‘“(l —p)" (6)

and it remains to find an upper bound on P(A”). We have:

A” ZP e

c,c/
where the sum is over pairs of distinct non-zero codewords and where:
Ace = {d(e,c) =d(e,c') =w(e)}

This event is equivalent to the error meeting the supports of ¢ and ¢’ on exactly half
their coordinates. All codewords except the all-one vector have weight d;, and any two
codewords of weight d; either have non-intersecting supports or intersect in exactly d;/2
positions. When w < d;, only pairs of weight-d; codewords with intersecting supports
contribute to A¢: two complementary codewords, or a codeword and the all-one vector,
can both be at distance w(e) from e only when w(e) = d;. For a pair of weight-d; codewords
with intersecting supports we have:

- (A, oo

§=0
Hence,
d;/2 3
255 d;/2 d;/2 _
P(A") P(Ace) < ! ! “(1—p)". 7
Z (2);<j><w—di+j>p< ?) "

Plugging (6), (5) and (7) into (4) we obtain the result for w < d;.

It remains to deal with w > d;, for which the all-one codeword and the complementary
pairs are not covered by (5)—(7). For such w the sum of the three terms inside the minimum
defining 2, exceeds (), so that 2, = (") and the bound reduces to the trivial P(E,) <
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s i\ ( di _ di\ ( di
P(w(e) = w). Indeed, writing Sy = >, (]) (w_j) and S_ =3, s (j ) (w_j), the map
Jj— w —j sends {j < d;/2} injectively into {j > d;/2} when w > d;, so S_ < S and, by
Vandermonde’s identity,

(0)= 5w (i) o) <25 () ()

2 [1 d; d;
< — | = .
=255 [2255 <di/2) (w — di/Z) T 2555*}

Hence the all-one codeword and the complementary pairs need no separate treatment, and
the formula holds for every w. ]

The previous formula permits to obtain an upper bound on the DFR of the internal
code. When the error rate gets smaller, the bound becomes closer to the real value of the
DFR. For cryptographic parameters the approximation is less precise, which means that
the DFR obtained will be conservative compared to what happens in practice.

Simulation results. We performed simulations to compare the real decryption failure rate
with the theoretical one from Proposition 6.1.4 for [384,8,192] and [640, 8, 320] duplicated
Reed-Muller codes using the p* values from provided parameter sets (Table 14).

Security level p* RM code DFR (Prop. 6.1.4) Observed DFR
NIST-1 0.3449 | [384,8,192] 10.82 -10.05
NIST-3 0.3636 (640, 8, 320] -13.65 -13.88
NIST-5 0.3750 (640, 8, 320] -10.72 -10.88

Table 14: Comparison between the observed Decryption Failure Rate and the formula from
Proposition 6.1.4. Results are presented as log,(DFR).

6.1.3 DFR of the concatenated code (Model 1)

Using the upper bound p; on the DFR of the Reed-Muller codes given in Section 6.1.2, one
can deduce the DFR of the concatenated code used in HQC.

Theorem 6.1 (DFR of the concatenated code). Under Model 1, let p; be any upper bound
on the DFR of the internal code (Proposition 6.1.3 or 6.1.4). The DFR of the concatenated
code using a Reed-Solomon code [ny, ky,d1|p,., as the external code and a duplicated Reed-
Muller code as the internal code can be upper bounded by:

> (") - pr

I=t1+1
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where d; = 2t; + 1.

Proof. Under Model 1, the inner blocks see independent errors. With a randomized tie-
breaking the inner decoding failures are therefore independent events, each of probability
at most p;, and the bounded-distance decoder of the Reed-Solomon code fails if and only
if more than t; inner blocks fail. The binomial tail is increasing in p;. Section 6.1.5 covers
the deterministic tie-breaking of dRM.Decode. O]

Simulation results. In Figure 4, we tested the DFR of the concatenated codes against

both symmetric binary channels and HQC vectors, and compared the results with the
theoretical value obtained using Proposition 6.1.3 and Theorem 6.1.

HQC decoding failure rate

—+— Theoretical

- x- - Binomial vectors
- HQC vectors

-10

logy(DFR)

-12

14 - .

-18 T I T T \
32 33 34 35 36

Reed-Solomon code length n;

Figure 4: Comparison between the DFR from Theorem 6.1 (Theoretical, with the bound of
Proposition 6.1.3) and the actual DFR of concatenated codes against approximation by a
binary symmetric channel (Binomial) and against HQC error vectors (HQC). The horizontal
axis represents ni, the Reed-Solomon codeword length. The simulated parameters are
derived from the HQC-1 parameter set (w = 67, w, = w, = 76), a duplicated [384, 8, 192]
Reed-Muller inner code and a [ny, 16] Reed-Solomon outer code.
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6.1.4 Correlated model (Model 2) and the fundamental decoding domain

A refinement of the long-standing simplifying assumption that the coordinates of the error
vector € = X -1y — 11 -y + e behave as independent and identically distributed variables
(Model 1) was proposed in [11]. This refinement (Model 2) features two independent im-
provements: it captures a weight constraint observable by lifting the polynomial products
to the ring of integers, and it describes the set of correctable errors of the concatenated
code through its fundamental decoding domain [15]. This subsection recalls Model 2 from
[11] along with the resulting weight distribution of HQC errors and DFR bound.

Models. Let Z(x), Z(rs) be the liftings of x, rs to Z[X]|/(X™ — 1). The k-th coefficient of

Z(x) - Z(r3) is a sum of w coordinates of Z(ry) drawn without replacement, hence follows
the hypergeometric distribution h; = (‘;) (Z}:fj) (:fr)_l, 0 < j < min(w,w,). The probability
p=> i oaa It; that a coordinate of x - ry equals 1, and the probability p* that a coordinate
of € equals 1, are the ones of Propositions 6.1.1 and 6.1.2.

Definition 6.1.1 (Model 1: independence assumption). The model 1 assumes that € ~
Bernouilli(p*)™.

Definition 6.1.2 (Model 2: correlated-hypergeometric assumption). Let t7 = (tTq, ... t7, ;)
and t% = (t%,()v e ,t%’nfl) be two independent integer vectors of Z", each sampled from
Hypergeometric(n,w, w,)" conditioned on ), t%’i => t%}i = ww,, these vectors model the
integer products Z(x) - Z(ry) and Z(ry) - Z(y). Let t1,to € FY be the coordinate-wise reduc-
tions modulo 2, t; = tjZ mod 2, which model the binary products x - r9 and ri -y, and let

e <i Re.- The model 2 models the HQC error as € = t; + ts + e.

One should note that t;,ts, t2 t% denote the aforementioned vectors, while the scalar ¢,
denotes the error-correcting capacity of the RS code hence the two notations are unrelated.

The two models have the same coordinate marginals up to the O(1/n) perturbation induced
by the sum constraint (which is why the mean of Model 2 in Table 15 is marginally larger
than nin4p*). They differ in the correlations: the constraint ), %, = ww, is exact for
the actual products, since (Z(x) - Z(r3))(1) = ww,, and it makes the integer coefficients
slightly negatively correlated. Model 2 reproduces this correlation and the exact parity of
w(x-ry), while Model 1 ignores both. The effect on the weight is of first order. For HQC-1,
the variance of w(x - ry) is 3035.4 under Model 1, 1403.3 under Model 2 and 1403.7 in
simulations (10® samples). Model 2 thus predicts lighter tails for w(e’) and a smaller DFR,

and explains why Model 1 was observed to be conservative (Section 6.1.1).

Analysis of the error vector distribution (Model 2). Under Model 2, € and its
truncation to nyn, coordinates are radially symmetric. All vectors of a given weight are
equally likely [11, Lemmas 2, 3] hence the model is entirely described by weight distributions,
obtained in three steps.

95



Weight of t;. Following [42], let H(z) = >_.h;z’ and O(2), E(2) its odd and even parts.
Counting integer vectors with m odd coordinates and sum s = w w, gives

Pr(w(t;) = m) = (;) [2°] (f;):ji()?"m, (8)

which is the binomial distribution of Model 1 multiplied by a correction factor accounting
for the sum constraint [11, Equation (5)]. Numerically, after the change of variable z — €7z
with 7 chosen so that the tilted mean equals s, each coefficient [2°] becomes the probability
that a sum of n independent variables equals its mean, which is computed accurately in dou-
ble precision by FFT (multi-precision arithmetic [11] or a saddle-point approximation [35]
can also be used).

Sums. If a,b are independent, radially symmetric, of weights a and b, the size i of the
intersection of their supports is hypergeometric, so that w(a + b) = a + b — 2i with

o= ()(2)()

Applied to t; + to, then to (t; + t2) + e with w(e) = we, this gives the weight distribution
of € [11, Proposition 1].

Truncation. With £ = n — nynb,

Pr(w(Truncate(e’, £)) = u) = ; ("1”/2) (Wg_ u) (VTLV)_lPr(w(e') — W) (11, Lemma 3].

u

Table 15 and Figure 5 compare both models with simulations for HQC parameters. Model 2
matches the simulations in variance and in the tails (its mean is marginally larger than the
exact mean njn,Hp*, which is conservative), whereas Model 1 overestimates the variance. The
same holds in the tails: for HQC-1 as the error vectors are 6261, 6295, 6325 in simulations,
6262, 6296, 6326 under Model 2 and 6289, 6329, 6363 under Model 1.
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Instance Model /Simulation Mean Variance Dy, (bit)
Simulation 6 092.9 2 980.9 -
HQC-1 Model 1 6 092.9 3991.3 2.80-1072
Model 2 6 093.1 2 980.9 1.3-107°
Simulation 13 030.2 6 540.0 -
HQC-3 Model 1 13 030.2 8 292.9 1.88-1072
Model 2 13 030.4 6 539.6 1.0-107°
Simulation 21 598.5 10 980.5 -
HQC-5 Model 1 21 598.5 13 499.6 1.44-1072
Model 2 21 598.6 10 980.7 1.0-107°

Table 15: Weight of the truncated error using parameters from Table 8. Simulations com-
puted from 10% samples per parameter set and compared with respect to Models 1 and 2.
Dy is the Kullback—Leibler divergence of the empirical distribution from the model.
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HQC-1 (n=17669, w=67, w,=76) HQC-3 (n=35851, w=101, w,=114) HQC-5 (n=>57637, w=132, w, = 150)
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Figure 5: Weight distribution of the truncated error under Models 1 and 2 and in simulations
(N = 108 samples per parameter set). Top: probabilities. Bottom: absolute difference with
the simulations; the grey line is the Monte-Carlo standard deviation /P(1 — P)/N. As
in |11, Figure 2|, both vertical axes are cut at 272% and the horizontal range is the one
where Model 1 exceeds 2724,
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Fundamental decoding domain. Assuming, as in [11], that the decoder of the concate-
nated code C is translation invariant, decryption succeeds if and only if the truncated error
lies in the fundamental decoding domain F¢ = {v : C.Decode(v) = 0}. For a radially sym-
metric error, the DFR is thus ) Pr{w(Truncate(e’,¢)) = u] DFR(u), where ¢ = n —nin}, is
the number of truncated coordinates and DFR(u) is the proportion of weight-u vectors out-
side F¢. Let 2; be the quantity 2, of Proposition 6.1.4 for w = j, which is an upper bound
on the expected number of weight-j patterns not decoded by the inner code (because of
the factors 1/2 accounting for two-way ties, 2; need not be an integer), U(X) = >~ ;X7

and L(X) =}, ((73/2) — ;) XJ. Counting the weight-u errors for which more than ¢; inner

blocks may fail (with d; = 2¢; + 1) gives [35, Theorem 4.7], [11, Proposition 2]

DFR < §Pr(w(mncate(e’, 0)) = u) (”L”/?) B é;l (”Al) XY U(X)P LX), (9)

Unlike Theorem 6.1, this bound takes the dependence between the n; blocks into account
exactly. When the binomial weight distribution of Model 1 is plugged into (9), one recovers
exactly the bound of Theorem 6.1 with the p; of Proposition 6.1.4, the only change is the
error model.

DFR of the concatenated code (Model 2). The DFR of HQC reported in Tables 8
and 16 are based on this refined DFR analysis and are obtained in two steps. Firstly, the
weight distribution of the truncated error is computed under Model 2 as described above
(Equation (8), sums and truncation); secondly, it is combined with Equation (9), where the
numbers 2l; are given by Proposition 6.1.4.

Instance Security DFR
HQC-1 NIST-1 21279
HQC-3 NIST-3 21964
HQC-5 NIST-5 272570

Table 16: DFR of HQC under Model 2 using parameters from Table 8.

Related works. Three independent and concurrent works |11, 35, 2] revisited the DFR
analysis of HQC. They follow different approaches namely [11]| introduces Model 2 and the
fundamental decoding domain, [35] computes the exact variance of the syndrome weight
in quasi-cyclic codes and uses a Gaussian approximation, and [2| relies on observed failure
rates of the inner decoder. Nonetheless, they converge to the same conclusion: the initial
DFR analysis (Model 1, Sections 6.1.1 to 6.1.3) is conservative, and the refined analyses
all yield the same type of gain over it. The analysis adopted in Table 16 is the one of [11],
combined with the bound of Proposition 6.1.4 on the inner code.

29



6.1.5 Deterministic tie-breaking for the RM code

The bounds of Proposition 6.1.4, Theorem 6.1 and Equation (9) count a block whose re-
ceived word is at equal minimal distance from exactly two codewords as failing with prob-
ability 1/2. For convenience of implementation, it may be desirable however to use a de-
terministic tie-breaking procedure. Indeed, dRM.Decode breaks such ties deterministically
using first peak of the Hadamard transform. The following lemma shows that the factor 1/2
is exact whatever the tie-breaking rule, because the distribution of the transmitted inner
codewords is uniform.

Lemma 6.2 (Tie-breaking). Let ¢ be uniformly distributed in the inner code C, and let e
be independent of c. Assume that e is radially symmetric, i.e. conditionally on w(e) = w,
e 1s uniformly distributed over all binary vectors of weight w. FEquivalently,

Ple =u] = Ple =v] whenever w(u)=w(v).

This property holds for the binary symmetric channel of Model 1 (Section 6.1.1) and for
the error distribution defined by Model 2 (Section 6.1.4). Let D be any decoder returning
a codeword at minimal distance from 'y = c + e, ties being broken by an arbitrary rule
that depends only on'y for instance the smallest index (as in dRM.Decode.FindPeaks) or a
uniformly random choice. Let T(y) be the set of codewords at minimal distance from y.

Then
1

P(D(y)=c |y, ceT(y) = Tyl

In particular P(E|A") = 1/2 exactly, whatever the tie-breaking rule, and Proposition 6.1.}
applies to the dRM.Decode deterministic decoder.

Proof. Conditionally on y, the posterior law of ¢ is proportional to P(c = c¢’) P(e =y +c’),
¢’ € C. The first factor is constant and, by radial symmetry, the second depends only on
w(y+c') =d(y,c'), which takes the same value for all ¢’ € T'(y). The posterior is therefore
uniform on T'(y), while D(y) is, once y is fixed, either a fixed element of T'(y) or a uniformly
random one drawn independently of c; in both cases it equals ¢ with probability 1/|T(y)|.
The event A’ is the event {c € T(y), |T(y)| = 2}, and on this event w(e) = d(y,c) is a
function of y; hence P(E N Al,)) = 3P(A],) for every w. Uniformity of ¢ holds in HQC as
the inner codeword encodes one coordinate of the Reed-Solomon encoding of the uniform
message m, and every coordinate of a RS codeword is a surjective linear function of m. [J

Lemma 6.2 shows that Theorem 6.1 and Equation (9) still hold if we assume that every
inner codeword is uniformly distributed and if there are all independent. However, we only
have uniform distribution for the codewords of the concatenated code hence the uniform
inner codeword blocks are s coupled through the Reed-Solomon code. Since any k; symbols
of a uniform Reed-Solomon codeword are independent and uniform, this coupling has no
effect as long as at most k; blocks are tied with their transmitted codeword simultaneously.

Under Model 1, the probability that more than k; blocks are tied is at most (kﬁl)Pti}H,
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where P, the probability that an inner block is tied with its transmitted codeword, is
bounded by (6) summed over w (capped at (")) namely below 2713 for HQC-1 and 2%
for HQC-3 and HQC-5. Under Model 2 the blocks are not independent and this probability
has to be computed jointly over the blocks, as in Equation (9); it remains far below the

DFR and does not affect Table 16.

6.2 Security proof

Hereafter, we present the approach used to prove the security of HQC. We provide an
IND-CPA security proof for HQC-PKE in Section 6.2.1. Then, we prove the IND-CCA2 secu-
rity of HQC-KEM using the salted Fujisaki-Okamoto transformation with implicit rejection
(SFO*) [19, 26, 22| in Section 6.2.2. For the sake of simplicity, we assume in Sections 6.2.1
and 6.2.2 that the vectors ry,ro and e are generated using SampleFixedWeightVecty instead
of SampleFixedWeightVect (see Section 3.3). Finally, we show in Section 6.2.3 that replacing
SampleFixedWeightVects with SampleFixedWeightVect has a minimal impact on the validity
of the aforementioned security proofs.

6.2.1 IND-CPA security

In this section we prove the IND-CPA security of the HQC-PKE scheme. Let b; = h(1) mod
2, by =w+b; xwmod 2, by = w, +b; Xw, mod 2 = w,+b; X w, mod 2 and ¢ = n—ny X nj,.

Theorem 6.3. For any IND-CPA adversary A against the HQC-PKE scheme, there exists
adversaries By and By such that:

Adv:—,;lQDé_C;?E(A) < Advs.pqcsp-p(B1) + Advs pqesp-pr(B2). (10)

Proof of Theorem 6.3. We build a sequence of games transitioning from the PKE.IND-CPA
game to a similar game in which the distribution of cpkg is independent of b and show that
if the adversary manages to distinguish one from the other, then one can build a simula-
tor breaking the 2-DQCSD-P assumption or the 3-DQCSD-PT assumption. For simplicity,
we introduce a small variation in both distinguishers regarding the encryption key ekpkg.
Instead of using as input the seed seedpkg.ck used to generate h and subsequently H, we
directly use the matrix H as input of the distinguishers.

Game;: This game is the PKE.IND-CPA game following the protocol.
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Gamey ()

1. seedpkg «s Bl*ed!

2. (ekpke,dkpke) < HQC-PKE.Keygen(seedpkg)

3. (mg,m;) < AcHoost (ekpkE)

4. b+s{0,1}

5. 0« B'el, cpke  HQC-PKE.Encrypt(ekpkg, my, 6)

6. b+ Acuess(ekpke, cpkE)
7. return (b=10')

Game;: In this game, we forget the decryption key dkpkg, take s at random with parity b,
and then follow the protocol as in Game; for the remaining steps:

Gamey ()

1. seedpkg <$ B|seed|

2. |
i 2. s<+sFy,, i

}L 3. (ekpke, dkpke) < ((seedpkE.ck,S), 0) }

3. (mg,m;) < Acnoose(ekpkEe)

4. b<+s{0,1}

5. 0 < B cpke + HQC-PKE.Encrypt(ekpkg, mp, 0)

6. b < Aguess(ekpke, CPKE)
7. return (b=1')

Suppose that an adversary B is able to distinguish Game; from Game, with advantage €
for some security parameter A. Then one can build an algorithm D3 pqcsp.p solving the
2-DQCSD-P problem with the same advantage e.

D%—DQCSD-P (H,s)
1. Compute h from H = (I,, rot(h))
2. Compute ekpkg < (h,s)
3. Get (mg, m) < By cHoosE(ekpkE)

4. Sample b <5 {0,1} and 6 +s BI’
5. Compute cpkg + HQC-PKE.Encrypt(ekpkg, my, 6)

6. Get b/ < Bi guess(ekpke,; CPKE)
7. Return (b=1)
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Note that ekpgkg is sampled from the 2-QCSD-P(n,w, by, be) distribution in Game; while it is
sampled from the uniform distribution over F5 ;" x 5, in Game; therefore the advantage
of D3 pacsp.p 1S the same as the advantage of B;.

Games: In this game, instead of picking correctly weighted ri,rs, e, the simulator picks
random vectors in F} thus generating a random ciphertext with expected parity.

Games ()

1. seedpkg <$ B'Seed|

2. }
| |
| 2. s<—&;1t4“3’b2 |
| |
| |

3. (ekpke, dkpke) < ((seedpkE.ek,s), 0)

L e o o o o o o e e e e e e e e e e e e - .l
3. (mg,my) < Acnoose(ekpke)
4. b+s{0,1}
5. ;r L. e«sky, | (r1,ra) <3 FSMT xFy . 1;

| 2. u<r;+hry |

i 3. v + C.Encode(my) 4+ Truncate(s - r5 + e, {) i

: 4. CpKg < (u, V) :

e e e e e e e e e e e = = .}

6. b <+ Aguess(ekpke, CPKE)
7. return (b =1')

Suppose that an adversary B, is able to distinguish Game, from Gamez with advantage €
for some security parameter A\. Then one can build an algorithm D} pqcsp.pr SOlving the
3-DQCSD-PT problem with the same advantage e.

DQ-DQCSD_PT(Hy (117 V))

1. Compute h and s from H = <In 0 rot(h))

0 I, rot(s)
2.  Compute ekpke < (h,s)

3. Get (mg, m) < Ba cHoosk (ekpke)

4. Sample b <3 {0,1}

5. Compute cpkg < (u,C.Encode(my) + v)

6. Get b/ < Ba guess(ekpke, CPKE)

7. Return (b=1)

As we have:

(u, V—C.Encode(mb))T = ((I, 0rot(h))-(r e ry) ', Truncate((0 I, rot(s))-(r; e ry)" ,0))
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the difference between Game, and Gamejs is that in the former

(5 0 o) oy ncosem)

rot(s

)
follows the 3-QCSD-PT (n,w, by, b, bs, ) distribution while in the latter it follows a uniform
distribution with parity over ]Fg’gf%g x (Fg,, x F2~*). Hence, the advantage of D3 bqesp.pT
is the same as the advantage of Bs.

One can see that in Gamegs, the distribution of cpkg is independent of b as u is computed
independently of b and v is masked by the random vector s-ro+e hence Pr[Game; = 1] = %
As a result, the advantage of any IND-CPA adversary A against the HQC-PKE scheme is
bounded by:

Adviiaepre (A) < Advapaesp-p(Bi) + Advs pacsp-p(Ba).

6.2.2 IND-CCA?2 security

HQC-KEM is obtained by applying the salted Fujisaki-Okamoto (SFO*) [19, 26, 22] trans-
form to HQC-PKE. In this section, we discuss the IND-CCA2 security of HQC-KEM.

Definition 6.2.1 (§-correct PKE [26]). A PKE = (PKE.Keygen, PKE.Encrypt, PKE.Decrypt)
is d-correct if:

E <maj\>/<l Pr [PKE.Decrypt(dkpke, cpke) # m | cpke < PKE.Encrypt(ekpke, m)]> <4, (11)
me

where the expectation is taken over (ekpke, dkpke) < PKE.Keygen(param).

Definition 6.2.2 (d-correct KEM [26]). A KEM = (KEM.Keygen, KEM.Encaps, KEM.Decaps)
18 0-correct if:

<o (12)

Pr — {KEM.Decaps(dkKEM crem) # K (ekkem, dkxem) <= KEM.Keygen(); ]

(K, ckem) < KEM.Encaps(ekkem)
In HQC-PKE the failure to decrypt a ciphertext cpkg occurs if and only if
w(x-ro—r;-y+e)>A.

Note that the aforementioned equation does not depend on the message m. Therefore, the
probability in Equation 11 simplifies to

Pr [PKE.Decrypt(dkaE, CPKE) 7£ m | CpKE < PKE.Encrypt(ekaE, m)] < 0. (13)
This probability is equivalent to the probability that is analyzed in section 6.1 namely:

CtIXpKE.dk < XOF.Init(seedeE,dk);

(ctxpkEe.dk, y) < SampleFixedWeightVectg (ctxpke.dk, w);
(ctxpkE.dk, X) <— SampleFixedWeightVectg (ctxpke.dk, w);
Pr|lw(x-ra—r1-y+e)>A| ctxg < XOF.Init(9); <4 (14)
(ctxg,r2) < SampleFixedWeightVectg(ctxg, wy);
(ctxg, €) <— SampleFixedWeightVectg(ctxg, we );

(ctxg, r1) < SampleFixedWeightVectg(ctxg, w;.)
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The next theorem shows that HQC-KEM achieves IND-CCA2 security in the random-
oracle model, with its concrete advantage bound obtained by combining the estimates of
Theorem 13 from [22] and Theorem 6.3.

Theorem 6.4. If HQC-PKE is & correct, for any IND-CCA2 adversary A against the
HQC-KEM scheme issuing at most qro queries to G and qp queries to the HQC-KEM.Decaps
oracle, there exists adversaries By and By such that:

1 3¢
IND-CCA2 O
AdVHQC-KEM (A) < 9lk| . 9lsalt] - 2k

+(qro +aqp) - 6
(15)

+ 2 - (Adva.pqcsp-p(B1) + Advspesp-pT(B2)) -

6.2.3 Security proof with non uniform randomness sampling

In this section, we show that replacing the uniform sampling from SampleFixedWeightVectg
with the biased distribution from SampleFixedWeightVect has a minimal impact on the
IND-CCAZ2 security of HQC-KEM following the approach described in [41].

Proposition 6.2.1 ([41]). When XOF.GetBytes(ctx, rnd _bytes, B) behaves as a random

oracle which yields uniformly distributed integers 0 < = < 28 for any integer B > 0,
one has:

w—1 . . .

Pr[e | e + SampleFixedWeightVect(ctxe, w)] (n—1i)—mn;

1— g <o o= 14T Y T 16
i]-;-[] ( 23> Tmin = p [e | e + SampleFixedWeightVectg(ctxe,w)] — Tmaz 1_-[ + 2B (16)

where n; = 28 mod (n — i) for alli, 0 < i < w.

For HQC-KEM, (1%, 7% ..) and (7. 7% ) are very close to 1 as shown in Table 17.

min’ 'max

Security n w Troin T Wy = We T T
NIST-1 17,669 67 0.99986 1.00014 76 0.99985 1.00016
NIST-3 35,851 101 0.99957 1.00042 114 0.99952 1.00047
NIST-5 57,637 132 0.99913 1.00090 150 0.99900 1.00101
Table 17: Bias between the uniform distribution and the output of Algorithm

SampleFixedWeightVect (using B = 32) for the vectors of weight w and w, = we.

The following lemma (Equation 5 from [41]) shows that the advantage of any adversary
when a vector e of weight w is sampled following Algorithm SampleFixedWeightVect instead
of the uniform distribution cannot increase by a factor larger than 7,7

azx”®

Lemma 6.5. For any real-valued random variable V : R, — R, one has:

Z Pr[e | e + SampleFixedWeightVect(ctxe, w)| V(e) < 730 10 - Z Pr [e | e < SampleFixedWeightVectg (ctxe,w)] V(e).
ecRw ecRy
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Impact of the security proof. Following [41], we explain how to modify the Equation 15
to take into account the non uniform randomness sampling:

3‘1"‘,;? remain unchanged since they are independent

e The first two terms m and B

of the output of the sampler ;

e The third term (gro + gp) - ¢ is related to the d-correctness of the scheme. When
(ri,re,e) are sampled using SampleFixedWeightVect rather than the uniform fixed-
weight sampler SampleFixedWeightVectg, while (x,y) are sampled uniformly, ¢ must
be such that:

CEXpKE.dk < XOF.Init(seedeE_dk);

(ctxpkE.dk, Y) < SampleFixedWeightVectg(ctxpke.dk, w);
(CtXPKE‘dk,X) — SampleFixedWeightVect$ (CtXPKE.dka OJ);
Pr|w(x-ro—r1-y+e)>A| ctxg + XOF.Init(9); <.
(ctxg, ra) < SampleFixedWeightVect(ctxg, w;.);
(ctxg,€) < SampleFixedWeightVect(ctxg, w);

(ctxg,r1) < SampleFixedWeightVect(ctxg, w;)

Using Lemma 6.5, the above probability increases by at most (747 )% ;

e The fourth term 2 - (Adva.pqcsp.p(B1) + Advs.pqcsp.pt(B2)) must be adjusted to ac-
count for a slight change in the sequence of games. One can add a game Gameg where
the small Hamming weight vectors are sampled according to the biased distribution
rather than uniformly at random before resuming with Game;. Using Lemma 6.5, the

advantage related to this term increases by a factor at most (747 )3.

6.3 Known attacks

Attacks against Syndrome Decoding. The practical complexity of the SD problem for
the Hamming metric has been widely studied for more than 50 years. Most efficient attacks
are based on Information Set Decoding, a technique first introduced by Prange in 1962 [38]
and improved later by Stern [43], then Dumer [16]. Recent works [33, 6, 34, 14] suggest
a complexity of order 2¢w(1+regl)) for some constant ¢. A particular work focusing on the
regime w = negl(n) confirms this formula, with a close dependence between ¢ and the rate
k/n of the code being used [13].

Specific structural attacks. Quasi-cyclic codes have a special structure which may
potentially open the door to specific structural attacks. A first generic attack is the DOOM
attack [40] which because of cyclicity implies a gain of O(y/n) (when the gain is in O(n) for
MDPC codes, since the code is generated by a small weight vector basis). It is also possible
to consider attacks on the form of the polynomial generating the cyclic structure. Such
attacks have been studied in [25, 31, 40|, and are especially efficient when the polynomial
2™ — 1 has many low degree factors. These attacks become inefficient as soon as ™ — 1 has
only two irreducible factors of the form (z — 1) and "' + 2"~2 + ... + z + 1, which is the
case when n is prime and ¢ generates the multiplicative group (Z/nZ)". Such numbers are
known up to very large values. We consider such primitive n for our parameters.
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Security of the 2-DQCSD-P and 3-DQCSD-PT problems. Concerning the security of
the 2-DQCSD-P problem, there is one security bit lost in the reduction to the 2-DQCSD
problem. Regarding the security of the 3-DQCSD-PT problem, whenever the number of
truncated positions is very small compared to the block length n, the impact on the security
is negligible with respect to the 3-DQCSD problem since the best attack is the ISD attack.
Moreover since the truncation breaks the quasi-cyclicity, it also weakens the advantage of
quasi-cyclicity for the attacker.

Choice of parameters. @ We proposed different sets of parameters in Section 4 that
correspond to security levels 1, 3 and 5, as defined by NIST. The quantum-safe security is
obtained by dividing the security bits by two (taking the square root of the complexity) [9].
Best known attacks include the works from [12, 10, 17, 33, 6, 34, 14] and for quantum
attacks, the work of [9]. In the setting w = O (y/n), best known attacks have a complexity
in 27tM1-A1+o) where t = O(w) and R is the rate of the code [13]. In our configuration,
we have t = 2w and R = 1/2 for the reduction to the 2-DQCSD-P problem, and ¢ = 3w,
and R = 1/3 for the 3-DQCSD-PT problem. By taking into account the DOOM attack [40],
and also the fact that we consider balanced vectors (x,y) and (ri, e, ry) for the attack
(which costs only a very small factor, since random words have a good probability to be
balanced on each block), we need to divide this complexity by approximately y/n (up to
polylog factor). The term o(1) is respectively log ((2)2/(320 and log ((i)g/(?ﬁ)) for the
2-DQCSD-P and 3-DQCSD-PT problems.

7 Advantages and Limitations

7.1 Advantages

The HQC scheme features several advantages:

e Immunity against attacks aiming at recovering the hidden structure of the code being
used contrarily to many code-based cryptosystems;

e A security reduction to a well-understood problem on coding theory (the Quasi-Cyclic
Syndrome Decoding problem) along with a precise estimate of its decoding failure rate;

e Efficient implementations based on classical decoding algorithms;

e Reasonably small ciphertext and key sizes.
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7.2 Limitations

The HQC scheme has also some limitations:

e HQC-PKE has a low encryption rate hence encrypting large plaintexts require to in-
crease the parameters;

e In contrast with lattices and the Ring Learning With Errors problem, code-based
cryptography does not benefit from search to decision reduction for structured codes;

e In comparison with some lattice-based KEM such as ML-KEM, HQC features larger
ciphertext and key sizes as well as less efficient implementations.
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